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Copyright Statement

niveo:
= isthe registered trademark of Netstar Products BV. All the products and product names mentioned

here are the trademarks or registered trademarks of their respective holders. Copyright of the whole product
as integration, including its accessories and software, belongs to Netstar Products BV. No part of this
publication can be reproduced, transmitted, transcribed, stored in a retrieval system, or translated into any
language in any form or by any means without the prior written permission of Netstar Products BV If you would
like to know more about our product information, please visit our website at www.niveoprofessional.com.

Disclaimer

Pictures, images and product specifications herein are for references only. To improve internal design,
operational function, and/or reliability, Niveo Professional reserves the right to make changes to the products
described in this document without obligation to notify any person or organization of such revisions or changes.
Niveo Professional does not assume any liability that may occur due to the use or application of the product or
circuit layout(s) described herein. Every effort has been made in the preparation of this document to ensure
accuracy of the contents, but all statements, information and recommendations in this document do not
constitute the warranty of any kind, express or implied.

Warrantee, complaints and return of goods

Niveo warrants that the goods delivered by it are free of design, material and manufacturing faults, such for a
period of 12 months following delivery. The Warrantee issued by Niveo will never exceed the Warrantee issued
by Niveo’s own supplier in respect of the goods, such in full compliance with the relevant terms of Warrantee
of this supplier. The Warrantee is not valid if the damage is the result of incorrect handling by the buyer and/or
if the buyer has acted contrary to the instructions (of use) for the products. Without prejudice to the above,
Niveo will never be held to extend its Warrantee beyond replacement or crediting of the value of the faulty
product delivered, such at the discretion of Niveo. The buyer will only have a right to replacement if it turns out
impossible to repair the goods in question. Details of the Niveo Professional warranty can be found on

www.niveoprofessional.com

Exclusions and Limitations

This limited warranty does not apply if: (a) the product assembly seal has been removed or damaged, (b)
the product has been altered or modified, except by Niveo, (c) the product damage was caused by use
with non-Niveo products, (d) the product has not been installed, operated, repaired, or maintained in
accordance with instructions supplied by Niveo, (e) the product has been subjected to abnormal physical
or electrical stress, misuse, negligence, or accident, (f ) the serial number on the Product has been altered,
defaced, or removed, or (g) the product is supplied or licensed for beta, evaluation, testing or

demonstration purposes for which Niveo does not charge a purchase price or license fee.


http://www.niveoprofessional.com/
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ALL SOFTWARE PROVIDED BY NIVEO WITH THE PRODUCT, WHETHER FACTORY LOADED ON THE
PRODUCT OR CONTAINED ON MEDIA ACCOMPANYING THE PRODUCT, IS PROVIDED “AS IS” WITHOUT
WARRANTY OF ANY KIND. Without limiting the foregoing, Niveo does not warrant that the operation of
the product or software will be uninterrupted or error free. Also, due to the continual development of new
techniques for intruding upon and attacking networks, Niveo does not warrant that the product, software
or any equipment, system or network on which the product or software is used will be free of vulnerability
tointrusion or attack. The product may include or be bundled with third party software or service offerings.
This limited warranty shall not apply to such third party software or service offerings. This limited warranty
does not guarantee any continued availability of a third party’s service for which this product’s use or

operation may require.

TO THE EXTENT NOT PROHIBITED BY LAW, ALL IMPLIED WARRANTIES AND CONDITIONS OF
MERCHANTABILITY, SATISFACTORY QUALITY OR FITNESS FOR A PARTICULAR PURPOSE ARE LIMITED TO
THE DURATION OF THE WARRANTY PERIOD. ALL OTHER EXPRESS OR IMPLIED CONDITIONS,
REPRESENTATIONS AND WARRANTIES, INCLUDING, BUT NOT LIMITED TO, ANY IMPLIED WARRANTY OF
NON-INFRINGEMENT, ARE DISCLAIMED. Some jurisdictions do not allow limitations on how long an
implied warranty lasts, so the above limitation may not apply to you. This limited warranty gives you

specific legal rights, and you may also have other rights which vary by jurisdiction.

TO THE EXTENT NOT PROHIBITED BY LAW, IN NO EVENT WILL NIVEO BE LIABLE FOR ANY LOST DATA,
REVENUE OR PROFIT, OR FOR SPECIAL, INDIRECT, CONSEQUENTIAL, INCIDENTAL OR PUNITIVE
DAMAGES, REGARDLESS OF THE THEORY OF LIABILITY (INCLUDING NEGLIGENCE), ARISING OUT OF OR
RELATED TO THE USE OF OR INABILITY TO USE THE PRODUCT (INCLUDING ANY SOFTWARE), EVEN IF
NIVEO HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. IN NO EVENT WILL NIVEO’ LIABILITY
EXCEED THE AMOUNT PAID BY YOU FOR THE PRODUCT. The foregoing limitations will apply even if any
warranty or remedy provided under this limited warranty fails of its essential purpose. Some jurisdictions

do not allow the exclusion or limitation of incidental or consequential damages, so the above |

Technical Support

Website:www.niveoprofessional.com
Tel: +31(0)297 256 161

Email: support@niveoprofessional.com
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Chapter 1 Getting to Know Your Router

1

Product

Niveo Professional Multi-WAN VPN Router is a new-generation hardware network access device. Multiple load

balance VPN termination and flexible bandwidth control ensure a stable networking environment.

YV V VY V V

A\

Features

Complies with IEEE 802.3, IEEE 802.3u, IEEE 802.3ab and IEEE 802.3x standards, etc.

CPU capability is up to 550MHz; Perfect NAT forwarding performance, allowing more access.

Supports multiple access, intelligent load balance (which can be set according to a certain ratio)

Provides one 10/100M/1000M auto-negotiation Ethernet (WAN) interface, to connect the exterior network.
Provides three 10/100M/1000M auto-negotiation Ethernet (WAN/LAN) interfaces, which can be switched
as a WAN/LAN interface when needed.

Provides one 10/100M/1000M auto-negotiation Ethernet (LAN) interfaces to connect the interior LAN.
Supports Access Control on the LAN/WAN interface, and allows the host with the specified address to
manage the Router via SSL.

Builds up the DHCP Server within the Router, which supports static IP address assignment.

Supports MAC Address Clone.

Supports Interface Mode, in which users can select different WAN interface negotiation mode when
needed.

Supports Interface Mirroring

Builds up Firewall to accurately control the Internet Surfing time; supports Clients Filtering, MAC Filtering,
and URL Filtering.

Supports Website Classification filtering, which is more convenient for the management of domains.
Supports IP-MAC Address Binding, to prevent the Router from ARP Attacks, ARP Disguising and Non-
authorization Users Access.

Supports Attack-defense, to assure the network of safety and stability.

Supports Multiple Virtual Server and DMZ hosts.
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Supports UPnP and DDNS (Dynamic Domain Name Analysis) and Static Routing.
Supports BBS

Supports UPnP for users to configure any IP to connect to the Internet.
Supports Mail BCC

Supports Address Masquerading.

YV ¥V YV YV V VY

Supports PPTP/L2TP/IPsec VPN Server, and support 15 groups of users accessing the Router at the same

time.

A\

Offers System Logs and Traffic Statistics.

»  Supports Configuration File Backup and Restore.

3 Specifications

IEEE 802.3, IEEE 802.3u, IEEE 802.3ab, IEEE 802.3x, TCP/IP, DHCP,
Standards & Protocols
ARP, NAT, PPPoE, SNTP, HTTP, DNS, ICMP

10Base-T: Cat. 3 or higher UTP
Network Medium 100Base-TX: Cat. 5 UTP
1000Base-T: Cat. 5e UTP

WAN/LAN Interface | 3 “WAN/LAN” LED indicators and 3 “1000M” LED Indicators

Interface & LEDs WAN Interface 1 “WAN” LED indicator and 1“1000M”’ LED Indicator

LAN Interface 1 “LAN”’ LED indicator and 1*“1000M” LED Indicator

Others Power (Power LED), SYS (System Status LED)

Size(L * W * H) 440mm*209mm*44mm

Operating Temperature: 0°'C~45C;
Storage Temperature: -30°C~70°C;
Environment
Operating Humidity: 10%~90% RH non-condensing;

Storage Humidity: 10%~90% RH non-condensing.

Input: AC 110V [ 220V 50Hz
Power & Consumption
Consumption: Up to 24W
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4 Package

Open the package once you get it. Verify the following items. Note that if there’s any item not covered here,
contact your local reseller.
» NWso0 Router
One Power Cord
One Manual CD

Two L-shaped Mounts

vV V V V

Four Footsteps

5 Hardware Description

Front Panel

NR50

Multi-WAN VPN Router

LED Indicator

LED Indicator Status Indication
Power On The power supply is OK.

Blinking The system is OK.

SYS :
On/Off The system is not proper.
On The corresponding interface is connected.

ACT Blinking The corresponding interface is transmitting data.
Off The corresponding interface is not connected.

The corresponding interface is under 1000M
On/Blinking (Green)
100/1000M mode.

On/Blinking (Orange) The corresponding interface is under 100M mode.
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Interface Description Indication
The Router has 4 Gigabit WAN
WAN interfaces (RJ45), of which 3 ones | Used for connecting the Router to the Internet.
can be set as the LAN interfaces.
The Router has 4 Gigabit LAN
Used for connecting the Router to your computer,
LAN interfaces (RJ45), of which 3 ones
or for stacking to a hub/switch.
can be set as the WAN interfaces.
Pressing the Reset button with a needle for over 7
Reset Like a pin-hole on the front panel | seconds to restore the Router to factory defaults.
Then the Router will automatically restart.
Back Panel

Power Interface: Used for connecting to the power adapter to supply power to the Router.

/_’]_ [:‘.ﬁ
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Chapter 2 Quickly Installing Your Router

Step 1: Connect the Devices

~ Tip:
1. Before installing the Router, ensure that the broadband service is fine and you can access the Internet by
directly connecting the Ethernet cable from the incoming Internet side to your computer, or connect to the
gateway provided by your ISP; if you cannot, consult your network ISP to help you out.
2. For your safety, when installing, keep your hands dry and unplug the power plug by using both your hands.

3. Do not expose the Router to moist and dust.

Install the Router under the following guidelines:

@ Connect your hub/switch/computer in LAN to the LAN interface of the Router, for connecting to the Intranet.
© Connect the xDSL/Ethernet cable to the WAN interface of your Router, for connecting to the Internet.

© Connect the power adapter cord to the power socket of your Router and to the power plug beside the

Router.

Step 2: Configure Your Computer

Power up the Router. When the system LED starts blinking regularly, indicating the Router is working, you can
begin to set the Router.

Connect your computer to one of the LAN interfaces of the Router via an Ethernet cable. Configure the Network
of your computer and access the Internet.

Settings here take Win8 operation system as an example. Settings inWin7 operation system are simular to this.

@ dlick the icon 1 on the bottom right corner of your desktop.

< 0 gy | VHA9AM

4/24/2014

@ (lick Open Network and Sharing Center.

Troubleshoot problems

. Open Metwork and Sharing Center
|-r Tji ||-;’|

4/24/2014
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~ Tip: If you cannot find the icon on the bottom right corner of your desktop, follow steps below: Right

click Start -> Click Control Panel -> Network and Internet -> Network and Sharing Center.

© Click Ethernet -> Properties.
i Network and Sharing Center - ol
S5 o Metwork and Internet + Network and Sharing Center v & Sesrch Control Panel o

View your basic network information and set up connections

Control Panel Home

Change adapter setf
Change advanced Access type: [o network access
ion; of set up & router or access point.
troubleshooting information.
See also
HemeGroup

Internet Options

Windows Firewall
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O Find and double click Internet Protocol Version 4(TCP/IPv4).

MNetworking |

Connect using:
I? Intel(R) 825741 Gigabit Metwork Connection

This connection uses the following tems:

Q File and Printer Sharing for Microsoft Networks

[ -2 Microsoft Metwork Adapter Muttiplexor Protocol

- Microsoft LLDP Protocol Driver

& link-Layer Topology Discovery Mapper 140 Driver

& Link-Layer Topology Discovery Responder

<& |ntemet Protocel Version & (TCP/1PvE)

Imtemet Protocol Version 4 (TCPAPvd)

£ >

Install... Uninstall Properties

Description

Transmission Control Protocol/Intemet Protocal. The default
wide area network protocol that provides communication
across diverse interconnected netwonks.

OK || Cancel

© On the following screen, you can select to obtain an IP automatically or to use the IP address you set
manually.
» Method 1: Select Obtain an IP address automatically and Obtain DNS server address automatically and

click OK.
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General | Alternate Configuration |

¥ou can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask yvour network administrator
for the appropriate IP settings.

(@) Obtain an IP address automatically
() Use the following IP address:

IP address:

Subnet mask:

Default gateway:

(@) Obtain DNS server address automatically
() Use the following DNS server addresses:

Preferred DMS server: |

Alkernate DMNS server; |

[ ] validate settings upon exit

»  Method 2: Select Use the following IP address, IP address: 192.168.2.x (2~254); Subnet mask: 255.255.255.0;
Default gateway: 192.168.2.254, Preferred DNS server (consult your network ISP for specific data) and click

OK.
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General

You can get IP settings assigned automatically if your netwark supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IF settings.

() Obtain an IP address automatically
i@ Use the following IP address:

IP address: 192 . 188 . 2 . 5

Subnet mask: BEH . 255 .255 ., 0

Default gateway:

Obtain DNS server address automatically
(@) Use the following DNS server addresses:

Preferred DNS server:

Alternate DMS server:

Validate settings upon exit

0O dlick OK on the Local Area Connection Properties window (see @ for the screenshot).

After the configuration above, launch Ping Command to check the connection between your computer and the
Router as followings.

O Right click Start-> Click Run, input cmd in the Open field, and then press OK.

=== Typethe name of a pregram, folder, document, or Internet
== rescurce, and Windows will cpen it for you,

Open: | cm|

Browse...

© Input ping 192.168.2.254 and press Enter.

» If there’re responses shown as the figure below, it means your computer and the Router connects well.
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F'ilu_'u:ll naa

Fin twoored
:‘l'lj

aAngen 4, verloren H

voor het witvoeren van één bewerking in mill
isecon i
Himimum g ¢ i 2, Gemidde lde s
i Documents

CosDocuments and SettingssAdminiztrator?

> Ifnot, it’s recommended to check:
Whether the Router is powered on;
Whether your computer and the Router are well-connected;

Whether the TCP/IP parameters on your computer are configured correctly.
Step 3: Configure Your Router

Login to the Web Manager

The Router is configured on a browser, which is also adaptive to the work plane of MS Windows, Macintosh or
UNIX. Laugh the Web Browser.

© Input http:/[192.168.2.254, and press Enter.

e é 2 hitp://192.168.2.254
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© After the connection is created, and then the login interface will prompt. You need to login to the web

manager of the Router and input the user name and login password (by default both are admin).

m @ http://192.168.2.254/Iogin.asp o~-c || & Niveo Multi-WAN VPN Rou... |

Niveo Multi-WAN VPN Router NR5O

User Name: “ |

Password: | |

| Login | | Cancel |

ANote:

1 Forsecurity of the Router, go to System Tool-> User Name and Password to change the default user name
and password after you login to it at the first time.

2 Bydefault WAN1/LAN4 and WAN2/LANS3 on the front panel of your Router are WAN interfaces, WAN3/LAN3
and WAN4/LAN1 are LAN interfaces. If you connect your Ethernet cable from the Internet side to
WAN3/LAN3 or WAN4/LAN1 interface, before configuring your Internet connection, you need to go to
Network Parameters-> Port Parameters Setting-> WAN Port Setting to set the WAN ports you want to
enable. For example, you connect your Ethernet cable to WAN3/LAN3, you need to select 3 or 4 from the

pull-down menu.
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© On the following interface, click Setting Wizard-> Quick Setting, to configure your Internet connection.

www.niveoprofessional.com '

Navigation menus

Niveo welcomes you!

} System Status

~ Setting Wizard

» Quick Setting

} Network Parameters

» Filter Setting

» Security Setting

» Advanced Setting

Quick Setting

Quick Setting

The router supparts 3 widely used Internet connection types. Please select your connection type.
WAN Network Type Intemet V| (WAN uplinkldawnlink bandidth limit will not take effect if LAN is selected!)

Intemnet Connection Type:

Upstream Bandwidth: 64 K8yte/s [ General Bandwidth Selection |

Downstream Bandwidth: 512 KByte/s| General Bandwidth Selection |

Note:MTU (Maximum Transmission Unit) is a field for you to set the maximum length of packets. If your ISP provides
no MTU value, please keep the default value.

» VPN Setting

mTu:  [1500 (5761500)
¥ System Monitoring
» System Tool

Basic Network Parameters Setting

Quick Setting

The router supports 3 widsly used Internet connaction types. Plaase sslsct vour connection type.

@ [Cﬂ.her Operators ¥

WAN Network Tvpe | Intermnel ¥ | (WAN uplink downlink bandwidth limit will not take effect if LAN is selectad!)

@[ Internst Connection Type: |Static P v 'I

®

Jpstream Bandwidth: 64 KBwie's | General Bandwicth Selaction |

Downstream Bandwidth: 512 KByte's [ General Banawidth Selection |

Note:MTU (Maximum Transmission Unit) is a fisld for viou to a2 the maximnam length of packets. If vour [SP provides no
MU valoe, please keep the defaolt valos,

MTU: (576-1500)

@ Select WAN1/2/3/4 as the WAN port from the pull-down menu.

You can start to configure the WAN interface according to your needs as long as you select one interface as the
WAN port from the four interfaces on the front panel firstly. The selected interface should be the one you
connect to the Internet with an Ethernet cable. Only WAN1 and WAN2 are here on the pull-down menu. If you
enable WAN3/LAN3 or WAN4/LAN1 interface as the WAN port, the pull-down menu will have WAN1, WAN2,

WANS3 or WAN4.

® Select your access type from the pull-down menu.
You need to select the right ISP according to your actual Internet service.

Three Internet connection types are supported on the Router. Dynamic IP is the default connection type.
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» Dynamic IP: Select this type without entering any IP information, you can still get the IP address
automatically assigned by the network ISP.

»  Static IP: Select this type if your ISP offers you static IP information, by entering which you can access the
Internet.

»  PPPoE: Select this type if you use PPPoE dail-up to access the Internet.

© Select proper Upstream and Downstream bandwidths from the General Bandwidth Selection windows.
The bandwidth unit is KByte/s. Assume your ISP offers 2M bandwidth under PPPoE mode, the Upload speed is
512Kbps, the Download speed is 2Mbps. The unit switchover is as the followings:

Upload speed: 512Kbps = 64KByte/s

Download speed: 2Mbps = 2048Kbps = 256KByte/s

O Click Next to input network parameters for accessing the Internet.

» Ifyou select DHCP in step @, the following interface will be displayed.

Quick Setting

Congratulations! You have already successfully completed the basic network parameters setting which 1s necessary for the Previous
network. You can surf the Internet after reboot. For further sattings, please click relevant satting memas.
Click “Save"to save and end the quick setting [ save

Just click Save to save the previous settings.
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» If you select Static IP in step @, the following interface will be displayed. Parameters here are examples.

www.niveoprofessional.com

Navigation menus Quick Setting

Niveo welcomes you! Quick Setting

» System Status

Setting Wizard When you apply the Ethernet bandwidth service, the ISP will provide you with some basic network parameters, please

o, e enter them in the corresponding fields. If you forget or are not clear about them, please consult your ISP,

A 1P Address 1921682.12

» Network Parameters Subnet Mask 255.255.255.
T——
» Filter Setting Gateway 92.168.2.25:
> = Preferred DNS Server 178.16.100.201
» Security Setting
Alternate DNS Server 0.0.0.0 (Optional}

» Advanced Setting
» VPN Setting
» System Monitoring
» System Tool

Your network information will be provided by your ISP, including IP Address, Subnet Mask, Gateway and
Preferred DNS Server as well as Alternative DNS Server. Just click Save after you finish the setting.
Note that WAN IP and the LAN IP of your Router should not be in the same network segment. In emergency,

Press the Reset button with a needle in the front panel to restore the Router to factory default.

» If you select PPPoE in step @, the following interface will be displayed. Parameters here are examples.

Quick Setting

Quick Setting

User name | |
Password | |

The User name and Password will be provided by your ISP. Just click Save after you finish the setting.
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Chapter 3 Advanced Settings

This chapter helps you to configure each function on the Web interface for you to easily use and manage the

Router. The following 9 functions with their configurations will be introduced. If you have any questions when

configuring the Router, simply click the Help button.

»  System Status Operating Status
Setting Wizard Quick Setting
> Network Parameters | LAN Setting, WAN Setting, DHCP Server, Access Control, Port Parameters Setting
»  Filter Setting Group Setting, Client Filter, URL Filter, Bandwidth Setting
»  Security Setting MAC Address Filter, Attack Defence, IP-MAC Address Binding
Virtual Server, DMZ, UPnP, DDNS, Route Table, Electronic Bulletin, UPnP, Mail BCC,
>  Advanced Setting
Address Masquerading
» VPN Setting PPTP-L2TP Client, PPTP-L2TP Server, Certificate Management, IPSEC
» System Monitoring | Traffic Statistics, Log Viewing, Log Setting
Date and Time, Software and Upgrade, Backup and Restore, Restore Factory
» System Tool
Default, User Name and Password, Reboot.
1 System Status
WAN Status

Click System Status->Operating Status->WAN Status to view the current connection status on WAN interfaces,

WAN IP address, Subnet mask and Gateway.

Navigation menus

Niveo welcomes you!
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Operating Status
LLUEETEIIEN | AN Status | System Information

- System Status
» Operating Status LIRS
Connection Type
» Setting Wizard WAN P
}» Network Parameters Subnet Mask
} Filter Setting Gateway

» Security Setting

Domain Server

» Advanced Setting

MAC Address

WAN Port Traffic

» VPN Setting
Connection Time
» System Monitoring
b System Tool
WAN3 Status
Connection Type
WAN IP
Subnet Mask
Gateway

Domain Server
MAC Address

'WAN Port Traffic

‘Connection Time

Enabled,Network cable plugin problem WANz Status Mot Enzbled
Dynamic IP Connection Type  Dynamic IP
0.0.0.0 WAN IP 0.0.0.0

0.0.0.0 Subnet Mask 0.0.0.0

a.0.0.0 Gateway 0.0.0.0

0.0.0.0 Domain Server 0.0.0.0
00:Bo:2C:A0:01:65 MAC Address 00:00:00:00:00:00

Downlink:o.00KB Uplink:o.00KB WAN Port Traffic  Downlink:o.0oKB Uplink:o.ooKB

Connection Time o

00:00:00

Mot Enzbled

WANg Status

Mot Enzabled

Dynamic IP - Connect Type Dynamic IP

0.0.0.0 WAN IP 0.0.0.0

0.0.0.0 Subnet Mask 0.0.0.0

0.0.0.0 - Gateway 0.0.0.0

0.0.0.0 Domain Server 0.0.0.0

00:00:00:00:00:00 MAC Address 00:00:00:00:00:00

Downlink:0.00KB  Uplink:0.00KB WAN Port Traffic  Downlink:o.00 KB Uplink:o.00 KB

o ionTime o
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a [ | [ |
1001
90 WAN!: Uplink
fé‘: Downtink
Y e WAN2: Uplink
_%‘ iy Downlink
%r A+ w . I
2 VAN3: Uplink
K- Downlink —
10 WANY: Uplink
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»  WAN Status: Connection status of WAN interfaces
Enabled, Network cable plugin problem < This WAN interface is disconnected.
Enabled, Connecting < This WAN interface is connecting to the Internet and is obtaining the IP address.
Enabled, Connected <> This WAN interface is connected to the Internet, i.e. the Router connected to the
Internet.

» Connection Ways: Your current access mode, Dynamic IP, Static IP, or PPPoE.

»  WAN IP, Subnet Mask, Gateway and Domain Server (i.e. the Preferred Server): Information provided by
your ISP.

» MAC Address: The MAC address of the WAN interface.

»  WAN Port Traffic: The bandwidth (KB/s) used on the Router.

»  Connection Time: The time range after the Router is connected to the ISP (just for Dynamic IP and PPPOE).

LAN Status

Click System Status->Operating Status->LAN Status to view the current IP Address of the Router, together with

Subnet mask, LAN MAC Address, DHCP Server and NAT connection number/NAT, shown as the following.
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Navigation menus Operating Status

Niveo welcomes you!

- System Status

» Operating Status

» Setting Wizard

IP Address
Subnet Mask
LAN MAC Address

} Network Parameters

DHCP Server

» Filter Setting

NAT connections/NAT

¥ Security Setting

» Advanced Setting

¥ VPN Setting

¢ System Monitoring

b System Tool

vV ¥V V V V

System Information

m [ R HIEN System Information

192168.2.254
255.255.255.0
00:B0:2C:A0:00:64
Enabled

63/ 30720

IP Address: The current Router’s IP address.

Subnet Mask: The current Router’s Subnet Mask.

LAN MAC Address: The Router’s LAN MAC address.

DHCP Server: To show the DHCP server is disabled or enabled.

NAT Connections/NAT: The NAT connection number and the total NAT connection numbers.

Click System Status->Operating Status->System Information to view the Router’s CPU Utilization, Memory

Utilization, UP Time, System Time, Clients connected, and the System Version, shown as below.

www.niveoprofessional.com

Navigation menus

Niveo welcomes you!

~ System Status
* Operating Status.

» Setting Wizard

» Network Parameters

} Filter Setting

» Security Setting
» Advanced Setting

» VPN Setting
» System Monitoring
» System Tool

YV V VY V VY

Operating Status

CPU Utilization
Memory Utilization
Up Time

System Time
Clients connected

System Version

04:58:07
2014-05-22 16:07354
.

MM_V1.0.1.17 (5878)

Router’s CPU Utilization, Memory Utilization: The current status of the Router
UP Time: The work time of the system since it started.

System Time: The system renew time.

Clients connected: The number of connected computers or other devices.

System Version: The software version of the Router.
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2 Setting Wizard

Click Setting Wizard->Quick Setting, to set the basic information for the Router, configuration details

mentioned before on Chapter 2->Step 3->2. Basic Network Parameters Setting.
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|

Navigation menus
Niveo welcomes you!

» System Status

» Quick Setting

» Filter Setting

} Advanced Setting

¥ VPN Setting

~ Setting Wizard
¥ Network Parameters

» Security Setting

¥ System Monitoring

Quick Setting

Quick Setting

The router supports 3 widely used Internet connaction types. Please select your connection type.

WAN Network Type (WAN uplink/downlink bandwidth limit will not take effect i LAN is selected?)
Internet Connection Type:

Upstream Bandwidth: 64 KByte/s

s

Note:MTU (Maximum Transmission Unit) is 2 field for you to set the maximum length of packets. If your ISP provides
1o MTU value, please keep the default value.

[@00_ Jerenc)

Downstream Bandwidth: 512

MTU:

b System Tool

3 Network Parameters

« Network Parameters

LAM Setting
WAN Setting
DHCP Server
Access Confrol

Port Parameters Setting

LAN Setting
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|

Navigation menus LAN Setting
Niveo welcomes you! LAN Setting
» System Status
1P Address 192.168.2.254 £5.192.468.2.1 Save

» Setting Wizard

Subnet Mask

255 v|[256 v

Eg. 255.255.255.0
~ Network Parameters

» LAN Setting
WAN Setting
DHCP Server
Access Control

Port Parameters Setting

} Filter Setting

¥ Security Setting

+ Advanced Setting

» VPN Setting
» System Monitoring
» System Tool
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@ IP Address: Input the LAN IP address you want when needed, i.e., change the default value 192.168.2.254 into
a new IP address.

© Subnet Mask: Set the LAN subnet mask.

© Save: Click to save the current setting on the interface.

Cancel: Click to cancel the setting you did just now and restore the parameters to the default setting.

A Note:

1. If you change the LAN IP address, and you save rebooted the Router, you need to reenter the Router web
management interface by using the new IP address you have previously set.

2. Meanwhile, computers on the downlink of the Router need to be set a default gateway that’s the same with
this new IP address you have set.

3. Note that WAN IP and the LAN IP of your Router should not be in the same network segment. In emergency,
Press the Reset button with a needle in the front panel to restore the Router to factory default.

WAN Setting

1. WAN Port Setting

To configure each WAN port to connect to the Internet according to their actual ISPs,

O Click Network Parameters->WAN Setting->WAN Setting.
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Navigation menus WAN Setting
Niveo welcomes you! WAN Setting ZUINROAERL LRSI

} System Status
S ses mekenmaer s [ e
} Setting Wizard -
A o Dynamic IP (P:0.0.0.0{ 0.0.0.0 ) .
« Network Parameters WARN Net cable plugin problem e Configure

LAN Setting

» WAN Setting
DHCP Server
Access Control

Port Parameters Setting

} Filter Setting

» Security Setting

» Advanced Setting

b VPN Setting
¢ System Monitoring
¥ System Tool

© Select the WAN interface you want to configure and click Configure to enter the setting interface.
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Navgatonmenus @ (gl |
Niveo welcomes you! WAN Setting
» System Status
Save
» Setting Wizard T (WAN uplink/dewnlink bandwidth limit will not take effect if LAN is
selected!
~ Network Parameters =
LAN Settin
9 Isp QOther Operators v
» WAN Setting
IP Address 192.168.100.183
DHCP Server
Subnet Mask 255.265.255.0
Access Control
Default Gateway 192.168.100.1
Port Parameters Setting
} Filter Setti
0 Secondary DNS server 192.168.100.1
» Security Setting
Bandwidth Uplink{84 eytels Downlink{ 512 Kytels
» Advanced Setting
MTU 1500 Default:1500
» VPN Setting ( )
» System Monitoring
» System Tool

© WAN Port: Select Internet if your WAN interface is accessing to the Internet; if not, select LAN.
ISP: Select the ISP of your WAN port.

O WAN Port Type: Select the network connection type of the WAN port from the pull-down menu, Static IP,

Dynamic IP or PPPoE.

When selecting Static IP, continue to finish the following © @ @settings,

© IP Address, Subnet Mask, Default Gateway, Primary DNS Server, Secondary DNS Server: Input the WAN IP
address and other network information provided by your ISP.

O Bandwidth: The bandwidth of the static router on the WAN interface you’re configuring. Consult the value
from the ISP.

@ MTU: The default value is 1500. It’s recommended to keep this parameter the default value, because improper

MTU value will decrease the network performance, even worse have the network stop working.

When selecting Dynamic IP, continue to finish the following © @settings,
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Navigation menus

Niveo welcomes you!

» System Status

¥ Setting Wizard

~ Network Parameters

LAN Setting

» WAN Setting
DHCP Server
Access Control

Port Parameters Setting

» Filter Setting

» Security Setting

¥ Advanced Setting

¥ VPN Setting

» System Monitoring

» System Tool

‘WAN Setting

WAN Setting

WAN Network Type
WAN Connection Type
15P

Bandwidth

MTU

(WAN uplink/dewnlink bandwidth limit will not take effect if LAN is
lected!

i

Dynamic IP ~

QOther Operators ~

1500 | (Defeultrson)

© Bandwidth: The bandwidth of the dynamic IP route on the WAN interface you’re configuring. Consult the

value from the ISP.

O MTU: The default valueis 1500. It’s recommended to keep this parameter the default value, because improper

MTU value will decrease the network performance, even worse resulting the network stop working..

When selecting Dynamic IP, continue to finish the following © @ @settings,
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Navigation menus

Niveo welcomes you!

» System Status

» Setting Wizard
~ Network Parameters
LAN Setting
» WAN Setting
DHCP Server
Access Control

Port Parameters Setting

} Filter Setting

» Security Setting

» Advanced Setting

» VPN Setting

» System Monitoring

» System Tool

‘WAN Setting

WAN Setting

WAN Network Type
WAN Connection Type
1sP

User Neme:

Password

Bandwidth

MTU

(WAN uplink/downlink bandwidth limit will not take effect if LAN is

selected!)

PPPoE b
QOther Operators v
(Defaultnaga)

© User Name, Password: Input the PPPoE user name and password provided by your ISP.

0 Bandwidth: The bandwidth of your user account. Consult the value from the ISP.

@ MTU: The default value is 1492. It’s recommended to keep this parameter the default value, because improper

MTU value will decrease the network performance, even worse resulting the network stop working.
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O Before configuring WAN policies, go to Filter Setting->Group Setting, to add IP groups.
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|

Navigation menus
Niveo welcomes you!

» System Status

} Setting Wizard

} Network Parameters

~ Filter Setting

» Group Setting

» Client Fifter

* URL Filter

» Bandwidth Setting
» Security Setting
» Advanced Setting

» VPN Setting

+ System Monitoring
» System Tool

Group Setting

For example, add the RD Group as below.
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Navigation menus

Niveo welcomes you!

Group Setting

} System Status

} Setting Wizard

IP Group Name

» Network Parameters

IP Group Description

~ Filter Setting

» Group Setting
» Client Filter
» URL Filter

» Bandwidth Setting

» Security Setting

» Advanced Setting

Add IP

» VPN Setting

» System Monitoring

» System Tool

www.niveoprofessional.com

Navigation menus

Niveo welcomes you!

Group Setting

|

Researchcenter

1P Format: you can enter only one IP, or one IP segment

) ) ) )

192168220 |-[ 182188230

|

» Setting Wizard
he £ 168.2. Edit | [ Delet
\ RD Researcheenter 192.168.2.20-192.168.2.30 Be

~ Filter Setting

» Group Setting

‘Add IP Group

© Go to Network Parameters->WAN Setting->Multiple WAN Policies, to customize the WAN policies.
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Navigation menus
Niveo welcomes you!
} System Status
» Setting Wizard
~ Network Parameters
LAN Setting
» WAN Setting
DHCP Server
Access Control

Port Parameters Setting

» Filter Setting

¥ Security Setting

» Advanced Setting
» VPN Setting

b System Monitoring
¥ System Tool
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WAN Setting
Multiple WAN Policies

Work Mode
® Intelligent Automatic Load Balancing Mode BT
) Load Balancing Based on propartion

User-defined Palicy
1P group RD v
Destination Network (Eg. 10:10.10.10f16)

Destination Port |

The specified WAN Port

Activated Status

[ whether to activate
[ Add to the corresponding list ][ Delete the corresponding list ]

Note: When more than one rules have intersections, the rules configured later will take effect.

Intelligent Automatic Load Balancing Mode:

The system automatically assigns load according to traffic. It will search the WAN port with the minimum

traffic to communicate, and this method is the smartest and the best load pattern. The load balancing

policy not involved in manual work at all, will automatically assign traffic and can successfully implement

the bandwidths' stack.

This Automatic mode is the default mode here.

b. Load Balancing Based on properties: Assign load according to the set proportion of the WAN ports.

C. User-defined Policy: Users select circuits via the specified destination address and port on the basis of their

actual needs.

DHCP Server

1. DHCP Serer

To make it easier for you to configure the TCP/IP of your computer, just enable the DHCP Server of your Router,

and the DHCP sever will automatically assign you the IP address, Subnet mask and DNS Server, etc.

O Click Network Parameters->DHCP Server->DHCP Service Setting, to enter the setting interface.
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Navigation menus DHCP Server

Niveo welcomes you! DHCP Service Setting
¥ System Status
O —— DHEP Server (Csaee ]
» Setting Wizard M enable
IP Pool Start Address 192168 2.1
~ Network Parameters
IP Pool End Address 192.168.2.150
LAN Setting
Prm—
‘WAN Setting
Primary DNS Server 192.168.2.2564
»
DHCR Server Alternative DNS Server (optional) I:l
Access Control
Port Parameters Setting
} Filter Setting
¥ Security Setting
+ Advanced Setting
F VPN Setting
» System Monitoring
» System Tool

® DHCP Server: Check/Uncheck it to enable/disable the DHCP Server.

® IP Pool Start Address, IP Pool End Address: Enter the start address and end address,

for example 192.168.2.1,192.168.2.150 on the figure above.

O Expiration Time: The available time of the IP address obtained by your Client.

© Primary DNS Server: The field is entered automatically with the current LAN IP address of your Router, which
can help the devices in the LAN to access the Internet or Intranet. The default LAN IP address is 192.168.2.254.
O Alternative DNS Server (Optional): The Alternative DNS Server field can be kept blank unless you need one

as a second choice.

ANote

Set the LAN setting in the computer to "Obtain an IP address automatically".

2. DHCP Client List

Click Network Parameters->DHCP Server->DHCP Client List, to view all the IP hosts with their IP addresses, MAC

addresses and Lease time.
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Navigation menus

Niveo welcomes you!

b System Status

¥ Setting Wizard

~ Network Parameters

LAN Setting
WAN Setting

* DHCP Server
Access Control

Port Parameters Setting

» Filter Setting

» Security Setting

» Advanced Setting

» VPN Setting

» System Monitoring

» System Tool

YV YV V VYV
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DHCP Server

DHCP Service Setting JELICNAIEHIIREY Static Assignment

1f you enable DHCP function, client list will sutomatically refresh every 5 secands.
Sequence Number Host Name IP Address MAC Address Lease Time
1 WPNLLoo12441 192.168.2.9 3C:g7:0E:97:47:3B 6 day(s) 21:37:26

Pagen

Host Name: The name of the client.
IP Address: The IP address acquired by the client.
MAC Address: The MAC Address of the computer that has been given the IP address.

Lease Time: The available time of the IP you get

3. Static Assignment

If you want some hosts to obtain the same IP address assigned from the DHCP Server every time it starts up,

you can configure this feature.

For example, MAC Address of one PCintranet: 22:22:22:22:22:22. You want that after starting up every time, the

PC can get the IP 192.168.2.140. In this case, Static Assignment is the perfect solution.

www.niveoprofessional.com

|

Navigation menus

Niveo welcomes you!

b System Status

} Setting Wizard

~ Network Parameters

LAN Setting
‘WAN Setting

» DHCP Server
Access Control

Port Parameters Setting

» Filter Setting

» Security Setting

» Advanced Setting

* VPN Setting

» System Monitoring

» System Tool

>

DHCP Server

DHCP Service Setting | DHCP Client List [T YT LTS

Static Assignment
wacadgress [ i L L L[]

IP address: the reserved IP address.

» MAC address: the MAC address of the computer of which the IP address you want to reserve.
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Add: add the reserved IP address and MAC address to the list.
Edit: modify the static assigned IP address and MAC address.
Refresh: refresh the edited rules to the list.

Delete: delete the created static allocation information

Access Control

For lowering the router's possibility of being attacked, you can enable the designated host address and ports.

1. LAN Access Control

>
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Navigation menus Access Contral

Niveo welcomes you! LAN Access Control
b System Status
» Setting Wizard Enesle L
e e Sam——— Enable S5L O

IP Address 0000 When the field is blank or with 0.0.0.0, it means no limit.
AN Set Note: If the Access Contral an the LAN port enables 551, the Access Control on the WAN port must enable S5L, vice
DHCP Server werse.
» Access Control

Port Parameters Setting
} Filter Setting
b Security Setting
+ Advanced Setting
¥ VPN Setting
» System Monitoring
» System Tool

Enable SSL: if you don't check the box, the HTTP protocol will be adopted to manage the WEB interface; if
you check the box, the HTTPS protocol will be adopted to manage the WEB interface. Only the specified
port sequence number is adopted, for visiting the router management interface.

Enable: Enable the Web limiting function in accessing the router.

IP Address: Enter the IP address of the computer in the LAN, or 0.0.0.0. Also you can leave this address
field blank.

Port: Enter the port ID you use to access the router's Web page. The default port is 80.

A Note:

The IP address 0.0.0.0 or its blank status indicates that every IP is allowed;

The designated IP indicates that only this IP address is allowed to login to the router, while hosts with other

addresses cannot.



If SSL is enab

Niveo Professional NW50 Multi-WAN Router

led, the port will become 443 automatically, and you need to enter https://192.168.2.254 to login

the Router’s management interface. And also, WAN Access Control should be using https.

For example,

the Router’s IP is 192.168.50.1; only the client with IP 192.168.50.121 can access the Router’s Web

interface via port 8888. In this case, parameters you configure is shown as the following figure. Meanwhile the

accessing website is changed into http://192.168.50.1:8888.
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Navigation menus

Niveo welcomes you!

Access Control
LAN Access Control RUELIERTSI I Rahldf ]

} System Status

» Setting Wizard

~ Network Parameters

LAN Setting

‘WAN Setting

DHCP Server
* Access Control

Port Parameters Setting

} Filter Setting

.
Enable S5L

=
IP Address 192.168.50.121 ‘When the field is blank or with 0.0.0.0, it means no limit.

Note: If the Access Control on the LAN port enables 551, the Access Control on the WAN port must enable SSL, vice
verse,

} Security Setting

+ Advanced Setting

» VPN Setting

¥ System Monitoring

+ System Tool

2. WAN Access Control

Generally speaking, only the users in the LAN can access the router. If there's special necessity, this function

can help remotely accessing and controlling the router.

www.niveoprofessional.com ,
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Niveo welcomes you!

LAN Access Control RIS LITIN]

» System Status

» Setting Wizard

~ Network Parameters

LAN Setting

'WAN Setting

DHCP Server
» Access Control

Port Parameters Setting

» Filter Setting

0

Enable S5L O
Cancel

IP Address 0000 When the field is blank or with 0.0.0.0, it means no limit.

Note: If the Access Control on the LAN port enables S5L, the Access Control in the WAN port must enable SSL, vice verse.

» Security Setting

» Advanced Setting

» VPN Setting

+ System Monitoring

» System Tool

> Enable: Enable the WAN Port Accessing and limiting function in accessing the router.

> Enable SSL: If you don't check the box, the HTTP protocol will be adopted to manage the WEB interface; if

you check the box, the HTTPS protocol will be adopted to manage the WEB interface.
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» IP Address: Enter the IP address of the WAN port which can access and control the router, or 0.0.0.0. Also
you can leave this address field blank.

»  Port: Enter the port ID you use to access the router's Web page. The default port is 8080.

A Note:

1. The IP address 0.0.0.0 or its blank status indicates that every IP is allowed; the designated IP indicates that
only this IP address is allowed to login to the router, while hosts with other addresses cannot. You must use the
way "IP Address (the router's WAN port IP address): Port ID" to login the router to implement remote

management. E.g., if WAN IP of the Router is 211.23.1.2, you need to enter http://211.23.1.2:8080

2. If you change the default IP address, say 58.60.111.221, only the computer in the WAN with the designated IP

(say, 58.60.111.221) can access the Router’s management interface.

Port Parameters Setting

1. WAN Setting

You can select the number of the WAN ports you want to enable: 1, 2, 3, and 4.
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Navigation menus Port Parameters Setting
Niveo welcomes you! ISP MAC Clone | Port Mode | Port Mirroring

» System Status

» Setting Wizard Please select the numbar of WAN
- Network Parameters | i dp—y
L seteng
WAN Setting
DHCP Server
Access Control
* Port Parameters Setting
» Filter Setting
» Security Setting

+ Advanced Setting
» VPN Setting

» System Monitoring
» System Tool

2. MAC Clone

You can configure the MAC address of each device connected to the interfaces on the Router.
Note that if your ISP doesn't bind the MAC address of the router, do not enable this function in case of other

problems.
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Navigation menus Port Parameters Setting
Niveo welcomes you! WAN setting JUEXSEELIY Port Mode | Port Mirroring

» System Status
Use this page to set MAC address of each interface of the router.
» Setting Wizard
LAN MAC Address 70-3D5:80:00:64 | [ Restors to Factory Default MAC
~ Network Parameters
WAN 1 MACaddress  [70:B3:D5:8D[01:65 X | [ Restore to Factory Default MAC | [ Clone MAC Address |
R

WAN Setting
DHCP Server
Access Control

» Port Parameters Setting

» Filter Setting

» Security Setting

» Advanced Setting

» VPN Setting

» System Monitoring
» System Tool

LAN MAC Address: The router’s LAN MAC address. You can enter it manually;
WANT1/2/3/4 MAC Address: The router’s WAN MAC address. You can enter it manually;

Restore to Factory Default MAC: Click this button to restore the devices’ MAC to the factory default;

vV V V VYV

Clone MAC Address: Click this button to set the MAC address of the device connected to WAN 1/2/3/4.

A Note:

MAC Address refers to the WAN port MAC address of your router, no need to be modified generally. But some
ISPs may bind the MAC address, if so, ISP will provide the user with valid MAC address. Fill in the WAN MAC
Address field on basis of the value provided by the ISPs. Click "Save", and then you can change the WAN MAC

address of your Router. Reboot the router to activate the new settings.

3. Port Mode

This feature is to set the data’s transmission mode on the WAN port.
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Navigation menus Port Parameters Setting
Niveo welcomes you! WAN Setting | MAC Clone [ELRRYEYTN Port mirroring

» System Status

WAN 1 Mode Auto ~
» ettng wizara (e )
+ Network Parameters
e
WAN Setting
DHCP Server
Access Control
» Port Parameters Setting
» Filter Setting
¥ Security Setting

» Advanced Setting

» VPN Setting

» System Monitoring
» System Tool

»  Full-duplex: Allows the signal’s duplex transmission at the same time.

> Half-duplex: Allows the signal’s unidirectional transmission within some time.

»N
=]
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Users can select different negotiation modes on the WAN port as required, Auto, 10M full/half duplex, 100M

full/half duplex, 1000M half/full duplex. The default mode is Auto.

A Note:

The WAN port work mode must be accordance with the remote port of the WAN port, or it may cause that the
WAN port cannot receive or send messages properly. If you are not clear about the remote port’s working

mode, you can select the auto mode.

4. Port Mirroring

When this feature is enabled, all packets on the monitored port will be backed up to the monitoring port.
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Navigation menus Port Parameters Setting

Niveo welcomes you! Port Mirroring
e ——— Port LAN port v
Monitored Port [ part2 (1 port3 [ port4 | | LAN Part
LAN Setting
WAN Setting
DHCP Server
Access Control
» Port Parameters Setting
} Filter Setting
» Security Setting
» Advanced Setting
» VPN Setting
» System Monitoring
¥ System Tool

»  Port Mirroring: Disable/Enable the Port Mirroring feature.

»  Monitoring Port: Select the physical port to monitor other ports.

» Monitored Port: For the router's physical port, you can check the box or just leave it blank to decide
whether the port is a member of the VLAN. Interface 2 corresponds to WAN2/LAN4, interface 3
corresponds to WAN3/LAN3, and interface 4 corresponds to WAN4/LAN2.

>  Save: After you click Save, the router will produce a new VLAN list according to the configuration on the

current page. And also the settings will take effect.



4 Filter Setting

- Filter Setting

Group Setting
Client Filter
LURL Filter

Bandwidth Setting

Group Setting

1. IP Group

This function is to group the intranet users using the IP as identifiers, coordinating with other functions to

control the user behavior and set security parameters.
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Click Filter Setting->Group Setting->IP Group, to add an IP group here.
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Navigation menus Group Setting

Niveo welcomes you! IP Group
et s e Gmetesgen o awe
» Setting Wiza -
~ Filter Setting
» Group Setting
Client Fifter
URL Filter
Bandwidth Setting
» Security Setting
» Advanced Setting
» VPN Setting
¢ System Monitoring
» System Tool

Click Add IP Group to enter the following configuration interface. Parameter shown on the figure is example.
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» System Status

» Setting Wizard

» Network Parameters

~ Filter Setting

» Group Setting
Client Filter
URL Filter

Bandwidth Setting

» Security Setting

» Advanced Setting

» VPN Setting

¢ System Monitoring

» System Tool

>

RD.

>

Group Setting
i Group Nome

IP Group Description | Researchcenter!

1P Format: you can enter only one IP, or one P segment

) ) ) )

AddIP 192.168.2.50 [-[182 1822 100

IP Group Name: You must enter the content here. It can be the group identifier easy to distinguish, e.g.,

IP Group Description: You must fill the comment description in the field, say Research Center.

» Add: You need or need not to enter the IP segment, e.g., 192.168.2.50-192.168.2.100; you can also designate

one IP, at this moment, the second text field is left blank.

After you click Save, you can see the following figure.

|
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Navigation menus

Niveo welcomes you!

» System Status

» Setting Wizard

} Network Parameters

- Filter Setting

¥ Group Setting
Client Fifter
URL Filter

Bandwidth Setting

» Security Setting

» Advanced Setting

» VPN Setting

» System Monitoring

» System Tool

Group Setting
[ crowpreme [ Gowppesapton | aten
RD Researcheenter 152.168.2.20-12.165.2.30
Help
RD1 Researcheenters  192.168.2.50192.168.2.100
Add IP Group

>  Add IP Group: When adding the IP segment, first enter the start IP and end IP of the IP segment, and then

click Add IP Group. After all the settings, click Save.

Edit: When modifying the IP segment, first select the IP segment on the list, and then click Edit. After you

modify the start and end IP, click Refresh. After all the settings, click Save.

Delete: When deleting the IP segment, first select the IP segment on the list, and then click Delete. After

all the settings, click Save.
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A Note:

This function is used in the port filtering and URL filtering; when one user group is used, you cannot modify its
group name or delete the group. If you wish to do that, you need to cancel to use the group.
In addition, when the LAN IP of the router changes, all the IP segment in the user group will be automatically

modified to have the same network ID with the LAN IP, but the host ID stays.

2. Time Group

Click Filter Setting->Group Setting->Time Group to configure the time segments.
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Navigation menus Group Setting

Niveo welcomes you! LEALITY Time Group

» System Status
— o cweName  GesDepton  Aden
» Network Parameters
~ Filter Setting
¥ Group Setting

Client Filter

URL Filter

Bzndwidth Setting
» Security Setting

» Advanced Setting

» VPN Setting

» System Monitoring
» System Tool

One time group is the collection of some time-segment, e.g., "work time" is set from Monday to Friday, 9 a.m.
to 5 p.m. This function should coordinate with other functions to control the user behavior and set security

parameters.

Enter the group name in the Name bar; select and enter the comment description in the description bar; in the
time box, select the time range that needs to be set within one week.
When you're selecting the time, click one time and the box will turn, indicating it's selected, if you click it again,
it will turn gray, indicating it's not selected. You can press and hold the left click of your mouse and drag it to

consecutively select some time segments. You can also click to select or cancel one day from Monday to Sunday
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Navigation menus
Niveo welcomes you!
b System Status
» Setting Wizard
} Network Parameters
~ Filter Setting
» Group Setting
» Client Filter
» URL Filter
» Bandwidth Setting
} Security Setting
} Advanced Setting
P VPN Setting
¥ System Monitoring
¥ System Tool

e ]

All

Name

Cancel

00 01 02 03 04 05 06 07 08 09 10 1 12 15 16 17 18 19 20 21 22 23

3

14

Monday
Tuesday
‘Wednesday
Thursday
Friday
Saturday
Sunday

Clicking Save will show the screen as below.
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Navigation menus Group Setting

Niveo welcomes you!

» System Status

} Setting Wizard

»

Workingdays Daysinaweek (Edit] Delete |

Help

~ Filter Setting

» Group Setting

» Client Filter

Port Filter

Add Time Group

To make it more convenient for you to manage the computers in the LAN, you can enable Port Filtering function

to control these computers in the LAN to accessing the Internet.
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» System Status

} Setting Wizard

Client Filter

Port Filter

dlient filter: [ enable
Note:if rules repeated or mixed, rules configured first will be applied; rules configured later will be invalid.

Cancel

»

~ Filter Setting

» Group Setting

» Client Filter

» URL Filter

» Bandwidth Setting

» Security Setting

Default| Forbid ' |Accessthe Internet
T e S - | =

[ Delste all flter rules |[ Add fiter rules |

Help

» Advanced Setting

} VPN Setting

¢ System Monitoring

¥ System Tool

Click Add filter rules, and the following figure will be displayed.
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Niveo welcomes you! Port Filter

} System Status

Save

» Setting Wizard Filter Mode Access the Internet (o2 )
» Network Parameters Enable this option O
- Filter Setting Note L ]

Group Setting

» Client Filter Time group Workingdays v
e N — —
iter
Type Al w

Bandwidth Setting

» Security Setting

» Advanced Setting

} VPN Setting

» System Monitoring
» System Tool

»  Filter Mode: Select the client filter mode. There are two valid modes: Allow and Forbid.

Forbid: Forbid the data packets which are matching with the port filter rules passing through the router.
And the unrestricted data packets are processed according to default rule.

Allow: Allow the data packets which are matching with the port filter rules to pass through the router. And
the unrestricted data packets are processed according to default rule.

Enable this option: Check this box to enable current filter rule.

Note: Edit a brief description about the filter rule.

IP Group: Select an IP group.

Time Group: Select a time group.

WAN Port Segment: Specify a port range. The valid range is 1-65535.

vV ¥V Vv ¥V V V

Type: Select the protocol that the filtering data using. There are three selections: All, TCP and UDP.

For example, if you hope computers of IP addresses from 192.168.2.20 to 192.168.2.30 (Time Group-Working
day) cannot access Websites from 8:00~18:00, Monday to Friday. Just do the following configurations on the

interface.
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Navigation menus Client Filter
Niveo welcomes you! Port Filter

’ Save
» Setting Wizard Filter Mode | Access the Internet
} Network Parameters Enable this aption =]
~ Filter Setting Note NoSurfing
Pgos
» Group Setting
o
» Client Filter ime group Workingdays
R WAN port segment
iiter

Type

» Bandwidth Setting

» Security Setting
» Advanced Setting

F VPN Setting
» System Monitoring
» System Tool

Click Save and you will see the figure below
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Navigation menus client Filter

Niveo welcomes you! Port Filter

» System Status.
— Client filter: [ Enable
¥ Setting Wizard = = = .
Nate:if rules repeated or mixed, rules configured first will be applied; rules configured later will be invalid.

» Cancel
F v

~ Filter Setting

» Group Setting
* Client Fifter

* URL Filter

» Bandwidth Setting [ Delete all fiter rules | Add filter rules |

» Security Setting
» Advanced Setting

» VPN Setting
» System Monitoring
¥ System Tool

Set the Forbid to access the Internet as the default rule, check Enable to enable the Clients Filtering feature and

save it.

URL Filter

To limit some websites via URL Filtering
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URL

er
Niveo welcomes you! URL Filter

» System Status.
URLFilter: [ Enable

» Setting Wizard
LJ Note:If rules repeated or mixed, rules configured first will be applied: rules configured later will be Invalid.

» Network Cancel

~ Filter Setting Defaul | Access the Intemet =
= I e N e
© clent i | I N =~

» URL Filter

Delete all filter rules || Add filter rules

» Bandwidth Setting

» Security Setting

» Advanced Setting

» VPN Setting

» System Monitoring
¥ System Tool
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Click Add filter rules, and you will see the interface below.
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Navigation menus URL Filter

Niveo welcomes you!
» System Status
Save
} Setting Wizard Filter Mode Forbid |Access the Internet
» Network Parameters Enable this aption  []
- Filter Setting Nate L 1
- m
Group Setting
e
Client Filter ime Group Warkingday:
URL Character I:l{mma\'n names are divided by ",". Up to 16 groups of key
PUALR L String waords can be entered.)
Bandwidth Setting e suft [ (e suffixesare divided by ",". Up to 16 groups of key words
ey «can be entered. )
» Security Setting
» Advanced Setting
» VPN Setting
» System Monitoring
» System Tool

»  Filter Mode: Select the URL filter mode. There are two valid modes: Allow and Forbid.
Forbid: Forbid the data packets which are matching with the URL filter rules passing through the router.
And the unrestricted data packets are processed according to default rule.
Allow: Allow the data packets which are matching with the URL filter rules passing through the router.
And the unrestricted data packets are processed according to default rule.

Enable this option: Check this box to enable this filter rule.

Description: Edit a brief description about the URL filter rule.

IP Group: Select an IP group.

Time Group: Select a time group.

vV ¥V VYV V V

URL: Specify the domain name you want to filter. Up to 16 entries can be filtered at one time. Multiple URLs
should be separated by commas.
»  File Suffix: Specify the extension of file allowed to be downloaded, such as .html, .exe, .pdf. Up to 16 entries

can be filtered at one time. Multiple extensions should be separated by commas.

Forexample, if you hope that computers of IP addresses from 192.168.2.20 t0 192.168.2.30 (IP Group-RD) from
8:00~18:00, Monday to Friday can access all Websites except the ones with characters google and yahoo, and
cannot download files with the appendix .doc, .exe, .pdf. But computers in other IP segment can browse all

websites. What you need to do is to set as the figure below.
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Niveo welcomes you!
} System Status
} Setting Wizard
} Network Parameters

- Filter Setting

» Group Setting
» Client Filter
» URL Filter

» Bandwidth Setting

} Security Setting

+ Advanced Setting

» VPN Setting

» System Monitoring

» System Tool

URL Filter

URL Filter

Filter Mode [Forbid *|Access the Internet ==
Enzble this option [
iparaup B
Time Group

URL Character (Domain names are divided by ",". Up to 16 groups of key

String words can be entered.)

. [dox exe pd]  x|(File suffies are divided by ",". Up to 16 groups of key words

can be entered. )

Click Add filter rules (Save), and you will see the interface below.
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URL Filter

URL Filter

} System Status

" ing Wizard URLFilter: [ Enzble - - - - ST
Sett Note:if rules repeated or mixed, rules configured first will be applied; rules configured later will be invalid.
Cancel

»

- Filter Setting

Default:[Allow V| Access the Internet e )
elp

» Group Setting

» Client Fifter

* URL Filter

» Bandwidth Setting

» Security Setting

------m-

‘Workingd: do
R pggien S O (o)

Disable

(Delete al filter rules [ Add fiter rules |

+ Advanced Setting

» VPN Setting

» System Monitoring

» System Tool

Set Allow to access the Internet as the default rule, check Enable to enable the Clients Filtering feature and

save it.

Bandwidth Setting

To select a work mode you need from Intelligent Bandwidth Management and Custom Bandwidth

Management.
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Niveo welcomes you! Bandwidth Setting
» System Status

,
o= O Intelligent Bandwidth Management -
VN rk Parameters ® custom Bandwidth Management
Enable
~ Fiter Seting | PAddessegne | Upik | Downnk | Comment | (Frabe]  acen
Help

Group Setting [Delete all idth limits | Add bandwidth limits |

Client Filter

URL Filter

» Bandwidth Setting

» Security Setting
» Advanced Setting

» VPN Setting
» System Monitoring
» System Tool

> Intelligent Bandwidth Management: The router allocates bandwidth intelligently according to the real-
time data traffic. Aims to making full use of bandwidth in an idle time; to assigning bandwidth reasonably
in a busy time.

» Custom Bandwidth Management: You can set bandwidth control for a host according to your needs
manually.

The data traffic of the host in the LAN can be controlled by configuring bandwidth manually. It supports

configuring according to host IP address segment. Click Add bandwidth limits, the configuration screen will be

displayed as below.

www.niveoprofessional.com '

Navigation menus Bandwidth Setting
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» System Status
» Setting Wizard Enable Rules § §
J#this rule is not enabled, the following Configuration wil be only saved but cannot be zpplied,

» Network Parameters v
~ Filter Setting Segment | H |

Group Setting Uplink Limit [ xeyte(rrafficsum)

Client Fiter Downlink Limit [ keyte(rraffic sum)

: Enable P2P
URL Filter [ ontrol the rate of P2P download to reduce disturbance to other hosts' network speed.

Punishment

» Bandwidth Setting ® Alows every hostin the

designated IP range to use this
bandwidth individually.

Traffic Control
} Security Setting Mode

O Allows all hosts in the designated IP range share
this bandwidth.

» Advanced Setting

Treffic Polcy e — ®) When bandwidth s idle, more bandwidth than
} VPN Setting the set value can be used.

» System Monitoring Description |

¥ System Tool

>  Enable Rules: Check this box to enable this bandwidth rule.

» IP Address Segment: The traffic control host IP address range. It is a single IP address when you fill two
same IP addresses in the field; or it is an IP range when you fill two different IP addresses in the field.

»  Uplink Limit: The maximum traffic sum that the controlled hosts allowed to upload.

»  Downlink Limit: The maximum traffic sum that the controlled hosts are allowed to download.

»  P2P Punishment: Controlthe rate of P2P download to reduce disturbance to other host’s network speed.
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»  Traffic Control Mode: Allows every host in the designated IP range to use this bandwidth individually.
Allows all host in the designated IP range to share this bandwidth.
»  Traffic Policy: Only use the set bandwidth.
When bandwidth is idle, more bandwidth than the set value can be used.

»  Description: Edit a brief description about the rule.

A Note:

1. Please note the unit of data traffic when configure the upload/download limit.
2. If you select “When bandwidth is idle, more bandwidth than the set value can be used”, the bandwidth will
be assigned flexibly and intelligently. That means when there is available bandwidth, more bandwidth than the

set value can be used; when there is no available bandwidth, only the set bandwidth can be used.

5 Security Setting

- Security Setting

MAC Address Filter
Attack Defence

IP-MAC Address Binding

MAC Address Filter

For managing computers in the LAN to access the Internet via MAC Address Filter.
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Niveo welcomes you! MAC Address Filter
» System Status

[ Enable MAC address filter
» Setting Wizard
» Network Parameters Default: Access the Internet

» Filter Setting

Sl e ...—l.
» MAC Address Filter

Attack Defence
- [ Delete allthe fiter rules | Add fiter rules |
1P-MAC Address Binding

» Advanced Setting

» VPN Setting

» System Monitoring
» System Tool

Click Add filter rules, and you will see the interface below.
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b System Status
M Filter Mode  [Forbid | Access the Intemet
} Network Parameters
MAC 8 3 3 3 3 <==|MAC Address ~
+ Fiter etting I I I I I
~ Security Setting =2
Everyda Sunda Monda: Tuesda Wednesda) Thursday Frida
> MAC Address Filter Date e iy J z e Y z z
urday
Attack Defence
IP-MAC Address Binding
} Advanced Setting
» VPN Setting
» System Monitoring
¥ System Tool

> Filter Mode: Configure the filter rule of MAC address.

Forbid: Forbid the data packets which are matching with the MAC address filter rules passing through

the router. And the unrestricted data packets are processed according to default rule.

Allow: Allow the data packets which are matching with the MAC address filter rules passing through the

router. And the unrestricted data packets are processed according to default rule.

A\

v

Note: Edit a brief description about the filter rule.

MAC: Enter a MAC address you want to filter into the MAC field, or you can select one from the MAC

address list.

» Time: Specify the time when the rule works (including start time and end time). If you keep it default

configurations (00:00~00:00), it means the rule works all day 24 hours.

»  Date: Specify the date when the rule works.

For example

Forbid the host whose MAC address is “70:B3:D5:8D:A1:05” in the LAN accessing the Internet from 00:00~00:00

every day, and no restriction on other hosts in the LAN. You need to set parameters as below shown.
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Navigation menus MAC Address Filter
Vv welcomes yot

» System Status
» Setting Wizard Filter Mode  [Forbid “’| Access the Internet
T T Note L 1 —
70 |:[B3 : Al |: —-[MAC Add - (cancer ]

} Filter Setting MAC ( ‘ ress |

Security Setti UL [0 vHo0 v~ [CHep )
~ Securif ing

» MAC Address Filter Date ¥ Everyday | | Sunday | Monday = | Tuesday = | Wednesday | | Thursday | Friday

Saturday
* Attack Defence

» IP-MAC Address Binding

} Advanced Setting

» VPN Setting
» System Monitoring
¥ System Tool
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Navigation menus MAC Address Filter
Niveo welcomes you! MAC Address Filter
» System Status
[] enable MAC address fiter
» Setting Wizard
} Network Parameters Defauit:[Forbid V] Access the Intemet
» Filter setting
oy SR .-.—l.
* MAC Address Filter
Disable 70:B3:D5:8DsA10s ooV v v v v v v (=)
isal :B3:D5:8D:A1:0
» Attack Defence iR om0
» IP-MAC Address Binding
» Advanced Setting [ Delete all the filter rules | Aod filter rules |
¥ VPN Setting
¢ System Monitoring
» System Tool

Set Forbid to access the Internet as the default rule, check Enable MAC address filter to enable the Clients

Filtering feature and save it.

Attack Defence

1. ARP Defence

Enabling this feature to prevent ARP attacks/disguising from happening in the LAN, for better network security.

ARP broadcast frequency is 1 second, the setting range is 1~60 seconds.
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» System Status

Attack Defence
LLLE SN DDoS Defence | IP Option Defence

» MAC Address Filter
» Attack Defence

» IP-MAC Address Binding

} Advanced Setting

} VPN Setting

» System Monitoring

» System Tool

et Enable ARP Defense ] (Anti-ARPAttack, Anti-ARPSpoofing, AntiARP Broadcast) Save

, APR Broadcast Interval (The default value is 1 second.) ( Cancel )
» Filter Setting Anti-Gateway Attack list
~ Securty Setting I T | wCAdesamd

1

Anti-ARP Attack list

2. DDOS Defence
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b System Status

ARP Defence ULl ENIEN 1P Option Defence

» IP-MAC Address Binding

» Advanced Setting

» VPN Setting

» System Monitoring

» System Tool

>

e 1 1cnP Flood Threshold:[1500 PPS
Setting Wizal
T V! upptlcod Threshold:[ 1500 ps
Thee ¥ svNFlood Thresheld: [ 1500 Ps

—__
~ Security Setting Dos Defense Attack List

» Attack Defence

ICMP Flood: If a destination host receives ICMP request packets in one second which exceeds the specified

value, it means that the destination IP is under the attack of ICMP Flood.

A\

UDP Flood: If a certain port on a destination host receives UDP packets in one second which exceeds the

specified value, it means that the port is under the attack of UDP Flood.

A\

SYN Flood: if a certain port on a destination host receives TCP SYN packets in one seconds which exceeds

the specified the value, it means that the port is under the attack of SYN Flood.
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3. IP Option Defence
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Navigation menus Attack Defence
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» System Status

Attack name Attack Type
} Setting Wizard @

1P Timestamp Option o
» Network Parameters
- M1 1P Security option

b Filter Setting

M 1P stream option
~ Security Setting

M1 1P Record Route Option
MAC Address Filter
M1 1P Loose Source Route Option
* Attack Defence
1 1P Strict Source Route Option
IP-MAC Address Binding

o w e W ow =

i illegal 1P Option
» Advanced Setting
» VPN Settil Anti IP options list.
- I = I =
» System Monitoring
Clear
b System Tool

» IP Timestamp Option: Indicates whether to check the IP from the designated area contains the Internet
Timestamp option.

»  IP Security Option: Indicate whether to check the IP from the designated area contains the Security option.

» IP Stream Option: Indicate whether to check the IP from the designated area contains the Stream ID
option.

»  IP Record Route Option: Indicate whether to check the IP from the designated area contains the Record
Route option.

» IP Loose Source Route Option: Indicate whether to check the IP from the designated area contains the
Loose Source Route option.

» IP Strict Source Route Option: Indicate whether to check the IP from the designated area contains the
Strict Source Route option.

» lllegal IP Option: Indicate whether to check the integrity or correctness of the IP from the designated area.

IP-MAC Binding

1. IP-MAC Address Binding

This feature is applied to bind the IP addresses and MAC addresses in the LAN. Once the address binding is
configured, the specified IP address can just be used by the specified IP address. In this case, IP address in the

LAN cannot be modified randomly and IP address conflicts will disappear.
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IP-MAC Address Binding

Niveo welcomes you! IP-MAC Address Binding
» System Status
[ Enable 1P-MAC bindi
— nable TP-MAC binding
Note: when the IP-MAC address is bound, only the users matched to the following IP/MAC group are
paftctwork Roromctors allowed to access the Internet simultaneously. Mismatched users are forbidden to access the Internet.
} Filter Setting Help
=l = 0 0 e
MAC Address Filter
==
» IP-MAC Address Binding
» Advanced Setting
» VPN Setting
} System Monitoring
» System Tool
Click IP-MAC Address Binding.
Enable IP-MAC binding: check to enable it.
Click Add Binding, and the following figure will be displayed.
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Navigation menus 1P-MAC Address Binding
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} System Status
T ARP List [-—— —Manual-—---—— v
} Network Parameters
— werses [ JL L W]
ilter
i 1
~ Security Setting

MAC Address Filter
Attack Defence

» IP-MAC Address Binding

» Advanced Setting
» VPN Setting

» System Monitoring
» System Tool

ARP List: From the pull-down menu of the ARP list field, you can select the IP-MAC pair of the host which

is already connected to the router. Or you can select “Manual” to add IP-MAC pair manually.

»  IP Address: Enter the IP address you need to bind.
» MAC Address: Enter the MAC address you need to bind.
» Note: Edit a brief description about the IP-MAC pair binding rule.

2. Dynamic Binding

Click Dynamic Binding to view the binding list. You will see the accessing information: IP address and MAC

address.

You can also bind the single one or all to quickly enable Dynamic Binding feature.
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» System Status

} Setting Wizard

} Network Parameters

» Filter Setting

+ Security Setting

» MAC Address Filter
» Attack Defence

» IP-MAC Address Binding

» Advanced Setting

} VPN Setting

» System Monitoring

» System Tool

R R T R Lt Dynamic Binding

B e e T
: (_Binding ]

P P— (pinaing )

6 Advanced

+ Advanced Setting

» DMZ
* UPnP

* DDNS

»Virtual Server

» Route Table
» Electronic Bulletin
» Mail BCC

» Address Masguerading

Virtual Server

Virtual Server is to set the mapping between the WAN service ports and LAN server, enabling all access to the

WAN service ports to be re-specified to the LAN server via IP address.
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» Virtual Server
» DMZ
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» DDNS
» Route Table
» Electronic Bulletin
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Niveo welcomes you!

Virtuzl Server

Virtual Server

Help

[ Delete all virtual sewers][Md virual sewer]

Click Add virtual server to set it.
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» System Status

} Setting Wizard

» Network Parameters

¥ Filter Setting

» Security Setting

~ Advanced Setting

» Virtual Server

> DMZ

»UPnP

» DDNS

* Route Table

* Electronic Bulletin
» Mail BCC

» Address Masguerading

¥ VPN Setting

¢ System Monitoring

» System Tool

>

>

Virtual Server

Virtual Server

WAN Port

[ common service:
Al
v

WAN Service Port
LAN Service Port
Intranat IP
Protocol

Enable

WAN Port: Select a WAN port to be a mapping port.
WAN Service Port: It is the port that the PCin LAN mapping to WAN.

Common Service: Contain some common service ports, such as DNS(53), FTP(21), GOPHER(70),

HTTP(80), NNTP(1190), POP3(110), PPTP(1723), SMTP(25), SOCK(1080), TELNET(23). For the service ports

not covered here, you can add manually.

Y

A\

Y

LAN Service Port: It is the port of the PCin LAN.
Intranet IP: Specify a host IP in the LAN to be Server.

Protocol: There are three types of protocol: TCP, UDP and All. If you are not sure about which one to use,

“All” is the best choice.

Enable: Check this box to enable the rule.
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For example, you create a Web server in the LAN (IP:192.168.2.10/80), if you hope that you can use
http://x.x.x.x:40 (x.x.x.x is the WAN2 IP address of your Router)to access the Web server, you can configure
it as the following:

WAN port: Enter 40,

LAN port: Enter 80,

Intranet IP: Enter 192.168.2.10

Protocol: Select All, Enable

Click Save to take the settings into effect.
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» Filter Setting WAN Service Port Common Service:
» Security Setting LAN Service Port
~ Advanced Setting Intranet P
* Virtual Server Protocol All
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UPnP
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Route Table
Electronic Bulletin
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Address Masguerading
» VPN Setting
b System Monitoring
+ System Tool

ANote:

If you enter 80 as the WAN port of the Virtual Server, you need to set a value except 80 in the WAN Access
Control in Network, for example the default value 8080, or there will be conflicts, and the virtual server will

take no effect.

DMZ

In some special applications, it’s necessary for a computer in the LAN to expose itself to the WAN in order to

achieve dual-communication. In this case, you can configure this computer as a DMZ host.


http://x.x.x.x:40/
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Navigation menus

Niveo welcomes you!

» System Status

» Setting Wizard

} Network Parameters

} Filter Setting

» Security Setting

~ Advanced Setting

Virtual Server
»DMZ

UPnp

DDNS

Route Table

Electronic Bulletin

Mail BCC

Address Masquerading

» VPN Setting

» System Monitoring

» System Tool

DMZ
DMz

Sometimes one PC in the LAN is required to expose itself totally to the WAN so as to implement both-way
‘communication. In this special case, you canset the PC to be a DMZ host.
( Note: After you set the DMZ host, firewall settings which are related to the IP will no longer teke effect. And also the
router's PPTP server will never respond to the connection requests from PPTP clients.)

)
WAN 1 Mapping DMZ Host IP Address [ ] [enable

»  WAN Mapping DMZ IP Address: Enter the address into this field.

»  Enable: Click Enable to save the DMZ settings.

ANote:

1. After DMZ is set, Firewall settings relevant to the IP address are not effective anymore.

2. When hosts in the WAN access the DMZ host, the IP address they access is the WAN IP address.

UPnP

The Router supports Universal Plug and Play, applied to Windows ME/Windows XP or higher(Note: system

should be integrated, and installed with Directx9.0 or higher) or UPnP-supported application software support.

For example, if you install one P2P software in your Windows XP, when uploading and downloading, you can

use the UPnP protocol. Enable UPnP, and you will find that when you start up your P2P software, you can see

the port switchover information, which is provided when the P2P software send requests.
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Navigation menus UPnP
Niveo welcomes you! UPnP
[ Sy Sae
* Setting Wizard Enable UPnP [
e e
b Filter Setting
m— R
~ Advanced Setting
» Virtual Server
» DMZ
¥ UPnP
> DDNS
* Route Table
» Electronic Bulletin
» Mail BCC
*» Address Masquerading
» VPN Setting
» System Monitoring
» System Tool
»  ID: The UPnP mapping NO.
» Remote Host: The address of remote host to receive and send responds.
»  Outer Port: The port set on the router is used to map to the outer.
» Inner Host: The address of inner host to receive and send responds.
»  Inner Port: The host port which needs to be mapped.
»  Protocol: Indicates the mapping protocol.
»  Description: Displays information of mapped software.
DDNS

Setting DDNS to allow hosts use a domain to access your Router or Virtual server.
4 WAN interfaces on the Router can be set with the DDNS feature, of which configuration methods are the
same. Here takes WAN 1 as an example.
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Navigation menus DDNS.

Niveo welcomes you! DDNS

» System Status

‘

= poasseres ([ Dlembieopemeoss

Service Provider 3322 org W |Register
— g VjRes
b Filter Setting

p— —

’ 147 L Domain i

icnced Selling Connection Status  Disconnected

» Virtual Server
»DMZ

> UPnP

» DDNS

* Route Table

* Electronic Bulletin
» Mail BCC

> Address Masquerading
» VPN Setting
» System Monitoring
¥ System Tool
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»  Enable Dynamic DNS: Check the box to enable dynamic DNS.

\4

Service Provider: Select a DDNS service provider. It supports three types of DDNS service: 3322.0rg, 88ip.cn
and gnway.

User Name: The username you registered on the DDNS server.

Password: The password to login to the DDNS server.

Domain Information: The host name you registered on the DDNS server.

vV VvV V V

Connection Status: Displays the current status of connection to DDNS.

Route Table

1. Route Table

To view the content of the Router.

www.niveoprofessional.com )

Navigation menus Route Table
Niveo welcomes you! Route Table (LI

2 Svsten Sabe (CRefesn )
) Setting Wizard | DestimonNetworkSegment | SunetMask | Gatevway | Interface
192.188.2.0 255.255.255.0 0.0.0.0 LAN
» Network Parameters
} Filter Setting
» Security Setting

~ Advanced Setting

Virtual Server
DMZ
UPnP
DDNS

» Route Table
Electronic Bulletin
Mail BCC

Address Masquerading
» VPN Setting
» System Monitoring
» System Tool

2. Static Route Setting

Click Add static routing to specify the static route rules.
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Navigation menus

Niveo welcomes you!

b System Status

» Setting Wizard

» Network Parameters

» Filter Setting

Route Table

LLINLRETIES Static Route Setting

» Security Setting

~ Advanced Setting

» Virtual Server

> DMZ

» UPnP

» DDNS

* Route Table

» Electronic Bulletin
» Mail BCC

» Address Masguerading

» VPN Setting

} System Monitoring

» System Tool

vV V V V

E-bulletin

Add static routing

Destination Network Segment: Displays the IP address segment of the destination network.
Subnet Mask: Displays the mask of the destination IP address.
Gateway: Displays the IP address of the next pop router entry.

WAN Port: Specify the corresponding LAN port or WAN port.

The E-bulletin information will prompt when you open the first Intranet websites.

|
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Navigation menus

Niveo welcomes you!

} System Status

} Setting Wizard

» Network Parameters

» Filter Setting

» Security Setting

~ Advanced Setting

» Virtual Server
»DMZ

» UPnP

» DDNS

* Route Table

» Electronic Bulletin
» Mail BCC

» Address Masguerading

» VPN Setting

} System Monitoring

» System Tool

Electronic Bulletin

Electronic Bulletin

Enable O -m
Bulletin Title [

Bulletin information

Prompt: this information prompts when a user opens the first webpage, support 255 English characters, of which the
Enter key occupies 4 English characters.

» Enable: Check this box to enable E-bulletin feature.

»  Bulletin Title: Display the title of the E-bulletin.

»  Bulletin Information: Display the details info of the bulletin.
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Mail BCC

Enable this function, to monitor emails of all the mail clients (Outlook, Foxmail, etc.) of all hosts on the Router’s
downlink side, effectively improve the safety and secrecy. All the emails will be received by the monitoring

address you set on the following interface.

www.niveoprofessional.com )
Nevgatonmes O |gePE
Niveo welcomes you! Mail BCC

» System Status

Enable (Cave ]
» Setting Wizard =

Monitorng Ema Adchess I
» Network Parameters 2
? Fiter Setting

Help

» Security Setting

~ Advanced Setting

Virtual Server

DMZ

UPnP

DDNS

Route Table

Electronic Bulletin
» Mail BCC

Address Masguerading

» VPN Setting

» System Monitoring
» System Tool

»  Enable: Check this box to enable mail monitoring feature.
»  Monitoring Email Address: Specify a mail address to be monitored. The mail address must be registered

legally on the Internet. Only one mail address can be monitored.

www.niveoprofessional.com ,
Navigation menus Mail BCC
Niveo welcomes you! Mail BCC
} System Status
Enable BT
+ setting Wizard 5 ([(save ]
Monitoring Email Address
+ Network Parameters
} Filter Setting
» Security Setting

~ Advanced Setting

Virtual Server

DMZ

UPnP

DDNS

Route Table

Electronic Bulletin
» Mail BCC

Address Masguerading

» VPN Setting

» System Monitoring
} System Tool

For example: when you send an email in any email client on any computer in the LAN, if your source address is

testo1@niveoprofessional.com, your destination address is test@niveoprofessional.com, and you enter
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test@niveoprofessional.com in the Monitoring Email Address, after you send an email, you monitoring email

client can also receive an email from testo1.

ANote:

The email software can be only the client email software, such as foxmail and outlook. Emails sent via any other

email client software or web email ways cannot be monitored.

Address Masquerading

This feature is to implement NAT on the selected interface with the specified IP address or network. In addition,
if you set the static Routing LAN interface, computers in the LAN in different network segments can access the

Internet.
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Navigation menus Address Masgquerading

Niveo welcomes you! Address Masquerading List

» System Status

— e T
— S paes bk mee  Aaem

» Security Setting

~ Advanced Setting

Virtual Server
DMz

UPnP

DDNS

Route Table
Electronic Bulletin
Mail BCC

» Address Masguerading
» VPN Setting
» System Monitoring
» System Tool

> IP Address: Means the IP or its IP segment of the Client PC.

» Subnet Mask: The subnet mask of the host IP.

» Interface: Configure a WAN port, WAN1, WAN2, WAN3, WAN4 or All.

For example: The LAN IP is 192.168.2.1.

Network configuration of one computer in the LAN:

IP:192.168.20.100

Subnet mask: 255.255.255.0

You need to set the Gateway and DNS as the Router’s LAN IP as the following.
Gateway: 192.168.2.1

DNS: 192.168.0.1
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If you need to connect WAN 1 to the Internet, you need to configure the Address Masquerading shown as the

figure below.

www.niveoprofessional.com

|

Navigation menus

Niveo welcomes you!

» System Status

} Setting Wizard

» Network Parameters

} Filter Setting

» Security Setting

~ Advanced Setting

» Virtual Server
»DMZ

» UPnP

» DDNS

* Route Table

» Electronic Bulletin
» Mail BCC

» Address Masguerading

» VPN Setting

» System Monitoring

» System Tool
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Navigation menus

Niveo welcomes you!

» System Status

» Setting Wizard

» Network Parameters

} Filter Setting

» Security Setting

~ Advanced Setting

» Virtual Server

» DMZ

» UPnP

» DDNS

» Route Table

» Electronic Bulletin
» Mail BCC

» Address Masguerading

} VPN Setting

» System Monitoring

» System Tool

Address Masquerading

Address Masquerading

P Address 192.168.20100
Subnet Mask 2552552550
Interface WAN ~

Address Masquerading

Address Masquerading List
. ——— wa (Ean)[Deree
Deete Al

192.168.20.100

ANote:

Before enabling this feature, you must disable Attack Defence to take the Address Masquerading into effect.

7 VPN Setting

VPN is short for virtual private network. This Router has 3 modes to create a VPN: PPTP, L2TP and IPSEC. To

enter the configuration interface of a certain feature, simply click a corresponding tab. Features are detailed

below.
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VPN Setting

* PPTP&LZTP Clients
PETPELZTP Servers

Certificate Management

IPSEC

PPTP & L2TP Clients

This section includes PPTP client and L2TP client, which allows a VPN router client to connect to a VPN router

server. For example: A corporate branch and its headquarter, or a can use this connection type to implement

mutual and secure access to each other’s resources.

A Note:

PPTP client and L2TP client cannot be enabled concurrently. Enabling either one, the other will be disabled

automatically.

1. PPTP Client
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Navigation menus PPTP&LITP Clients

Niveo welcomes you!
} System Status
» Setting Wizard

}» Network Parameters

» Filter Setting
» Security Setting
} Advanced Setting

~ VPN Setting

* PPTPRLITP Clients
PPTPRL2ZTP Servers
Certificate Management

IPSEC

» System Monitoring
» System Tool

VPN Client

[ Enable ven
®) PPTP client O L2TP dlient
WAN part

- ]
Enable Encryption O

Server Network Segment /™

Server Network Mask /1

Status Disconnected

PPTP Address Obtained I | (Refresh |

» VPN Client: PPTP client and L2TP client can only be enabled separately. If you select PPTP Client, all

configurations apply to the PPTP Client feature.

> Enable VPN: Enable/disable the VPN client feature. To enable PPTP client feature, check Enable VPN and

select PPTP Client.

»  WAN Port: Specify a WAN port for PPTP dialup.
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PPTP Server Address: Enter the IP address or domain name of the PPTP server you want to connect.
User Name/Password: Enter the user name and password assigned by the PPTP server.

Enable Encryption: Enable/disable data encryption. Note that this setting must exactly match the server.
Server Network Segment/Mask: Specify the local network segment and mask of the PPTP server.

Status: Displays connection status of PPTP client.

YV ¥V YV YV V VY

PPTP Address Obtained: Display the IP address obtained from the PPTP server.

2. L2TP Client
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Navigation menus PPTPELZTP Clients

Niveo welcomes you! VPN Client

} System Status
[ enable ven
» Setting Wizard - E
T e ) PPTP client ®) L2TP client
_ _ WAN port WANT W
» Filter Setting
— E— —
» Security Setting
» Advanced Setting
password —
~ VPN Setting -
p——
PEHEEAT E e s e ————
AT R Status Disconnected

TPSEC

» System Monitoring
b System Tool

» VPN Client: PPTP client and L2TP client can only be enabled separately. If you select L2TP Client, all
configurations apply to the L2TP Client feature.

> Enable VPN: Enable/disable the client feature. To enable L2TP client feature, check Enable VPN and select

L2TP Client. PPTP Client feature will be disabled automatically.

WAN Port: Specify a WAN port for L2TP dialup.

L2TP Server Address: Enter the IP address of the L2TP server you want to connect.

User Name/Password: Enter the user name and password assigned by the L2TP server.

Server Network Segment/Mask: Specify the local network segment and mask of the L2TP server.

Status: Displays connection status of L2TP client.

YV ¥V YV YV VY VY

L2TP Address Obtained: Display the IP address obtained from the L2TP server.
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PPTP & L2TP Servers

1. VPN Server

Here you can configure the PPTP server and L2TP server.
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Navigation menus PPTPELZTP Servers
Niveo welcomes you! VPN Server VPN User Setting m

» System Status
— [ enable servr
» Setting Wizard
® O
e ®) PPTP Server ) LaTP Server
= Max Clients 15
b Filter Setting
WAN port WANT v

} Security Setting
» Advanced Setting

Server Netwark Segment [ l(ez-20200.0, the start address s server address)

server Network Mask 255.255.255.0

Saseating Enable Encryption 0

PPTP&L2TP Clients
> PPTP&L2TP Servers
Certificate Management

1PSEC

» System Monitoring
» System Tool

PPTP server and L2TP server cannot be enabled concurrently. Enabling either one, the other will be disabled
automatically. All configurations apply to the L2TP server feature if you select L2TP Server, and PPTP server if
you select PPTP Server.

> Enable Server: Enable/disable the server feature. To enable PPTP server feature, check Enable Server and
select PPTP Server. To enable L2TP server feature, check Enable Server and select L2TP Server.

»  Max Clients: Maximum PPTP/L2TP clients allowed by the server.

»  WAN Port: Specify a WAN port used by the server to listen for PPTP/L2TP clients.

»  Server Network Segment: Specify the IP address segment to assign to clients. The start IP address in the
segment serves as the server's IP address and the others will be assigned to clients. For example, if you
enable the PPTP server and the client's network segment is 20.20.20.0, then the IP address of the PPTP
server is 20.20.20.1 and the IP address of the first connected client is 20.20.20.2.

» Enable encryption: Only PPTP sever needs to set whether to enable PPTP communication data. PPTP sever
and PPTP client must keep accordance, or they cannot communicate with each other. If you select to
enable encryption, client also needs to be enabled encryption in order to access the Internet. If you don’t

enable the encryption, encryption of the client cannot be enabled as well.
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2. VPN User Setup

Here you can see the configured VPN accounts for PPTP/L2TP client dialup.
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Navigation menus

Niveo welcomes you!

» System Status

» Setting Wizard

PPTP&L2TP Servers
AL alos VPN User Setting EHEUEESS

Cancel

» Network

» Filter Setting

} Security Setting

» Advanced Setting

~ VPN Setting

PPTP&L2TP Clients
» PPTP&L2TP Servers
Certificate Management

TPSEC

» System Monitoring

» System Tool

Note: two or more users cannot Use one User name at the same time. If there is one VPN client employing the user name
and password disled in to connect the VPN server, this server will automatically disconnect with the VPN dlient which was
dialed in via the same user name and password.

» Add Users: Click to add a user account for PPTP/L2TP client dialup. Up to 15 accounts can be added.

»  Edit: Click to modify a corresponding account.

» Delete: Click to delete a corresponding account.

Click Add Users, and enter the following figure to start configure the user.
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Navigation menus PPTPRL2TP Servers

Niveo welcomes you!

» System Status

» Setting Wizard

» Network Parameters

} Filter Setting

» Security Setting

¥ Advanced Setting

~ VPN Setting

PPTPRL2TP Clients
» PPTPRL2TP Servers
Certificate Management

IPSEC

» System Monitoring

» System Tool

VPN Server | VPN User Setting | Dail-in List

[P— ]
Pasrord ]

Confirm Password I:l
Whether client is network. O
Netwrksegmer ——

ok )

»  User Name/Password/Confirm Password: The user name and password used by client to connect to the

VPN server.

Y

Whether client is network: If the client is a computer, unchecked. If the client is a router. It must be

checked, or the PCin the client router’s intranet cannot communicate with another PCin this sever router’s

intranet.
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>  Network Segment/mask: If you check the client to be network. You need to set the client’s LAN segment
and subnet mask, i.e., the client sever router’s intranet segment.

> Note: Briefly describes the configuration. This field is optional.
3. Dial-in List

Here you can view clients that have connected to this VPN server.

www.niveoprofessional.com l

Nvgatonmens O \ETEOERRY O |
Niveo welcomes you! w Dail-in List
} System Status
Dsemgwee | I R
}» Network Parameters
» Filter Setting
» Security Setting
} Advanced Setting
~ VPN Setting
PPTPRLITP Clients
* PPTPRLITP Servers
Certificate Management

IPSEC

¢ System Monitoring
» System Tool

»  User Name: Displays the user name(s) used by the connected client(s) for dialup.
»  Dial-in IP: Displays the IP address(es) of the connected client(s).

»  Assigned IP: Displays the IP address(es) assigned by the VPN server to connected client(s).

A Note:

Note below when configuring VPN server and client.

1. PPTP client and L2TP client cannot be enabled concurrently. Enabling either one, the other will be disabled
automatically. PPTP server and L2TP server cannot be enabled concurrently. Enabling either one, the other will
be disabled automatically.

2. Before creating a VPN, make sure the involved server router and client router can intercommunicate properly.
For example, both directly dial in to access the Internet.

3. When configuring PPTP or L2TP client, enter the WAN IP address of the PPTP or L2TP server side instead of
the IP address you configure in the PPTP & L2TP Server interface in the PPTP/L2TP Server Address field.

4. Encryption settings must be the same on both PPTP server side and client side.

5. To let a VPN server and client, either of which has its own subnet work, can access each other, you must

configure the corresponding subnet works correctly.
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4. Application

Steps of two Routers building up VPNs via PPTP. (Router_Client and Router_Server)

Router_Server

Dj
wh 112.88.101.76

192. 168.1. 1

.

ol

113.108.19.35 Am
C /

i

192.168.0. 1 |

Router_Client

192. 168. 0. 100 q'
. 192, 168. 1. 100
~ §‘

_— ~ &\\\4
= —_—
=
PC_A PC_B

Step 1: LAN IPs of Router_Client and Router_Server can not be in the same network segment. The default LAN

IP of these two Routers are both 192.168.0.1, so you need to change one Router’s LAN IP. Here we change the

Router_Client LAN IP into 192.168.1.1

www.niveoprofessional.com )

Navigation menus

Niveo welcomes you!

» System Status

» Setting Wizard

~ Network Parameters

¥ LAN Setting

» WAN Setting

» DHCP Server
» Access Control

* Port Parameters Setting

» Filter Setting

» Security Setting

+ Advanced Setting

» VPN Setting

» System Monitoring

» System Tool

LAN Setting
LAN Setting
1P Address Eg 19216821
Subneat Mask 265 | 255 v Eg. 255.255.255.0
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Step 2: Router_Server WAN2 obtains IP: 113.108.19.35 via PPPoE; Router_Client WAN1 obtains 112.88.101.76 via

PPPoE. PC_A can ping 112.88.101.76 successfully, and PC_B can ping 113.108.19.35 successfully.

Step 3: Enable PPTP server on Router_Server, detailed configuration shown below.
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Navigation menus PPTP&L2TP Servers
Niveo welcomes you! VEUETHY VPN User Setting | Dail-in List

} System Status s
S Ottt =
= e ® pPTP Server O LaTPserver
It Max Clients. 15

» Filter Setting

WaN port WANT v
» Security Setting

Server Network Segment [ l(em-202020.0, the start address is server address)
» Advanced Setting

Server Network Mask 255.255.255.0
VPN Setting Enzble Encryption [m]

PPTPRL2TP Clients
» PPTP&L2TP Servers
Certificate Management

IPSEC

» System Monitoring
» System Tool

Step 4: Add a user Router_test on Router_Server, detailed configuration shown below.
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Navigation menus PRTPRLZTP Servers
—

} System Status

User Name Rouler_test
} Setting Wizard
Password Router_test
} Network Parameters
Confirm Password Router_test
} Filter Setti
na Whether cientis netwrork

» Security Setting
» Advanced Setting

Network Segment 92.163.1.0

Mask 55255 2550
~ VPN Setting Mote

PPTP&L2TP Clients
* PPTP&L2TP Servers
Certificate Management

IPSEC

+ System Monitoring
+ System Tool
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Step 5: Enable PPTP server on Router_Client as the following figure shows.
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Navigation menus PPTPEL2TP Clients

Niveo welcomes you! VPN Client
» System Status
e ] Enzble vPN ([Csee )
T ® pPTP client O LaTP client
= WAN port WANT v
it
PPTP Server Address 113.108.19.35
» Security Setting
User Name Router_test
» Advanced Setting
—
~ VPN Settin
< Enable Encryption W
»
PN G Server Netwark Segment 192.168.0.0
SIS EEER Server Netwark Mask 255.256.255.0
Certificate Management Status Disconnected
1PSEC PPTP Address Obtained [20.20202 | [Refresn

» System Monitoring
» System Tool

When PPTP server obtains the IP, between these two routers are built up PPTP VPN. PCs on the router’s
downlink side can communicate with each other directly. PC_A can straightly ping PC B IP 192.168.1.100

successfully, PC_B can directly ping PC_A IP 192.168.0.100 successfully.
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Certificate Management

This is used to manage the digital certificates of local and remote routers for ID certification when IPSEC VPN

created.

1. Local Certificate Management
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Navigation menus

Niveo welcomes you!

» System Status

» Setting Wizard

} Network Parameters

» Filter Setting

¥ Security Setting

+ Advanced Setting

~ VPN Setting

PPTP&L2TP Clients
PPTP&LITP Servers
» Certificate Management

IPSEC

» System Monitoring

+ System Tool

>
>
>
>

Certificate Management

Local Certificate Management QOISR gl IoR L EREF{ )T

-

[ Generate the Cerlificate ] [ Upload the certificate ] [ Save 1o Flash ]

O=aaag, OU=ddddd, ST=dddd, LDE L=Berlin

Local Certificate List: Displays all certificates of the local router.
Download: Download the requests of .cer-cetificates and .csr-certificates to the local disk.
Delete: Delete the current digital certificate from the Router. You cannot delete a certificate in use.

Import the Certificate: When the certificate request is generated, click this button to import the issued

digital certificate. After you lead it successfully, this button will disappear.

v

A\

Y

Generate the Certificate: Generate the digital certificate or certificate requests.
Upload the Certificate: Upload the digital certificate and secret key on the local disk to the system.

Save to Flash: Save all the certificates of the Router to Flash. If you do not save them, when the Router

restarts up, all certificates will be deleted. Although they are still displayed on the list, actually they are not

saved in the system. So, every time there’s one certificate generated, please click Save to Flash.
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<> How to Generate a Certificate
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Navigation menus Certificate Management

F—
» System Status
» Setting Wizard
Certificate Specification 1024 bit v
} Network Parameters
Nation DE (Germany) v
} Filter Setting .
3 . .
—— ]
» Advanced setting 1
- VPN setting Deparmert ]
PPTPRLZTP Clens Name ]
PPTPRLITP Servers Email Address ]
» Certificate Management —
[ Only Generate a Certificate Reguest ][ Generate a Self-issued Cerlmcaie]
IPSEC
» System Monitoring
}+ System Tool

» Certificate Name: Name the digital certificate that you want to generate. Note that do not use a same
name with the existing certificates.

Certificate Specification: Generate 1024-bit digital certificate.

Nation: Select your Nation.

Province or State Name: Enter the province or state name, only up to 16 English characters are allowed.

Area or City: Enter the area or city name, only up to 16 English characters are allowed.

vV V VYV V V

Community: Enter the Community name, which can only consist of letters, numbers and underscores, up

to 16 English characters.

» Department: Enter the department name, which can only consist of letters, numbers and underscores, up
to 16 English characters.

» Name: Enter the name, which can only consist of letters, numbers and underscores, up to 16 English
characters.

»  Email Address: Enter the email address here, which can only consist of letters, numbersand “- @”,up to
40 English characters.

» Only Generate a Certificate Request: Only generate a secret key and certificate request, but not digital
certificate. After the request is generated, you can download it on the management interface, and request
to CA server to apply for a certificate. After verified and assigned, it will be issued a certificate. After you
get the assigned certificate, you can import the certificate to the Router.

» Generate a Self-issued Certificate: Generate the secret key, certificate requests, and the digital certificate

assigned by the Router. It’s strongly recommended that it can generate a self-assigned certificate.
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< How to Import a Certificate

Import the certificate from the CA server and import it into the Router.
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Navigation menus

Niveo welcomes you!

Certificate Management
Local Certificate Management | Remote Certificate Management

» System Status

» Setting Wizard

» Network Parameters

Enter certificate name and select certificate path.
Certificate Upload Certificate

» Filter Setting

» Security Setting

» Advanced Setting

+ VPN Setting

PPTP&L2TP Clients
PPTPRL2TP Servers
» Certificate Management

IPSEC

» System Monitoring

» System Tool

» Name: the name when “Only allow to generate the certificate request”; After the certificate is imported,

i.e. the name of the certificate name.

v

A\

v

Import

Certificate: Select the designated certificate.

Browse: Click it to find the digital certificate applied from the CA server on the local disk.

Certificate: Import the digital certificate on the local disk to the Router. Only the digital certificate

on the disk matches with the certificate request of the Router can the digital certificate successfully be

imported to the Router.

< How to Upload a Local Certificate

Upload the current digital certificate and secret key to the Router.

www.niveoprofessional.com ,

Navigation menus Certificate Management

Niveo welcomes you!

Local Certificate Management | Remote Certificate Management

) System Status
Enter certificate name and select certificate path.
» Setting Wizard
» Network Parameters
s
} Filtar Setti
Hiter —J Secret Key | Bladeren. ‘ [ Upload Certificate and Secret Key ]
» Security Setting

» Advanced Setting

~ VPN Setting

PPTPRL2TP Clients
PPTPEL2TP Servers
¥ Certificate Management

1PSEC

» System Monitoring

» System Tool

» Name: name the digital certificate you want to upload. Note that the name should be different with the

existing names.

»  Certificate: the digital certificate, i.e., the public secret key.
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» SecretKey: the secret key of the digital certificate, i.e., the private key. The certificate and secret key should

be used together. Use the public key to encrypt and the private key to unlock/decode.

A\

Browse: select the corresponding file saved on the local disk.

\4

selected certificate and secret are matched can they be imported successfully.

2. Remote Certificate Management

www.niveoprofessional.com

Navigation menus Certificate Management
Niveo welcomes you! Remote Certificate Management
» System Status
» Setting Wizard
» Network Parameters
} Filter Setting
» Security Setting -
+ Advanced Setting OU=ddddd, O=azaz, Sdedd LBerhn C=DE S| Bowicad Pelete
~ VPN Setting [ Upload the Certificate ] [ Save to Flash ]
» PPTP&L2TP Clients
PPTPR&L2TP Servers
» Certificate Management
1PSEC
» System Monitoring
» System Tool
» Remote Certificate List: Show the list of the certificates that already have been uploaded to the Router.
> Download: Download the .cer-digital certificate to the local disk.
» Delete: Delete the digital certificate from the Router. There’s no Delete button for the certificate in use.
» Upload the Certificate: Upload the digital certificate to the remote router. As for the digital certificate, i.e.,

the remote digital one, it’s from the remote and located on the local router.

v

Upload Certificate and Secret Key: Import the digital certificate and secret key to the Router. Only the

Save to Flash: save all the certificates of the router to Flash. If you do not save them, when the Router

restart up, all certificates will be deleted. Although they are still displayed on the list, actually they are not

saved in the system. So, every time there’s one certificate generated, please click Save to Flash.

< How to Upload a Remote Certificate

Import the remote router’s digital certificate to the local digital certificate.
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www.niveoprofessional.com

Navigation menus

Niveo welcomes you!

} System Status

» Setting Wizard

} Network Parameters

» Filter Setting

» Security Setting

» Advanced Setting

~ VPN Setting

PPTPRL2TP Clients
PPTPRL2TP Servers
» Certificate Management

IPSEC

+ System Monitoring

+ System Tool

Certificate Management
Local Certificate Management | Remote Certificate Management

Enter certificate name and select certificate path,
Certificate | Bladeren... | [ Upload Cerliﬁcate]

» Name: Name the digital certificate you want to upload. Note that the name should be different with the

existing names.

v

A\

v

Certificate: the remote digital certificate, i.e., the remote router’s public secret key.
Browse: Select the digital certificate of the remote router.

Upload Certificate: Import the remote digital certificate to the Router. Only the .cer-digital certificate can

be imported successfully.
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1. Create VPN via IPSEC Setting

The default mode of this Router is tunnel mode. In this mode, the overall packet is encapsulated as effective

load, with new IP header attached outside. "Inner" IP header (Original IP header) specifies the final information

source and information destination address; while "Outer" IP header (New IP header) includes security gateway

address which does the middle processing.

www.niveoprofessional.com )

Navigation menus

Niveo welcomes you!

} System Status

¥ Setting Wizard

» Network Parameters

¥ Filter Setting

» Security Setting

» Advanced Setting

~ VPN Setting

PPTP&LITP Clients
PPTPRL2ZTP Servers
Certificate Management

» IPSEC

» System Monitoring

» System Tool

>
>
>
>
>
>

1PSEC

IPSEC Setting

Add IPSec Tunnel

IPSec Tunnel List: Show the existing IPSEC tunnels.

Enable: Enable/Disable the IPSEC tunnel.

WAN Port: Display which WAN interface the IPSEC tunnel is created.

Connection Name: Name the IPSEC tunnel. The name should be different from other names.
Tunnel Protocol: Show the security protocol adopted by the tunnel.

Remote security gateway IP (Domain Name): Display the WAN IP of the remote router on which IPSEC

tunnel created.

A\

Y

A\

Edit: Modify IPSEC tunnel configuration.
Delete: Delete the IPSEC tunnel.

Add IPSec Tunnel: Add one IPSEC tunnel. Up to 15 entries can be added.
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<> How to Add IPSEC Tunnel

www.niveoprofessional.com

Navigation menus
Niveo welcomes you!

» System Status

(Domain Name):

Local Intranet

¥ Setting Wizard

} Network Parameters

» Filter Setting

» Security Setting

» Advanced Setting

~ VPN Setting
PPTP&LZTP Clients
PPTP&LZTP Servers
Certificate Management

» IPSEC

» System Monitoring
» System Tool

Remote Intranst
segment/mask:

Key Negotiation Method:

Authentication Method:
Pre-shared Key:

Stage :

Mode:

Encryption Algorithm:

Integrity Verification
Algorithm:

Diffie-Hellman Grouping:

Shared Key Life Cycle
(Second):

Stages2

PFS:

Diffie-Hellman Grouping:
Encryption Algorithm:
Integrity Verification
Algorithm:

Shared Key Life Cycle
(Second):

192 168.2.0/24 Eg.152.168.0.0/24
— T

Shared Key v

Primary Mode v

3DES v

768 bit v
Second (At least 600 seconds)
™

768 bit v

3DES v

MD5 v
Second (At least 600 seconds)

> Enable: Whether to enable the IPSEC tunnel.

» WAN Port: Select the local interface. Bind the IPSEC configuration to the designated interface, then

packets through this interface will be checked by IPSEC, to verify whether to encrypt and decode the

packets.

» Connection Name: Name the IPSEC tunnel. The name should be different from other names.

»  Tunnel Protocol:

ESP (Encapsulating Security Payload): In end-to-end tunnel communication, this protocol will encrypt the

overall packets. Clients can select a keyed hash algorithm to guarantee the integrity and authenticity (With high

compatibility, this protocol is used widely in different gateway products. ).

AH (Authentication Header): the protocol will detect the overall packet's integrity, including the outer IP

header. If the data is not encrypted, and the packet is modified in processing, the packet will be discarded.

ESP+AH: Function with ESP and AH two protocols encryption and integrity detection.

» Remote Security Gateway IP (Domain name): IP address (or domain name) of the tunnel remote gateway,

generally the WAN IP of the remote router.

»  Local Intranet IP/Mask: Any IP address and subnet mask in local protected intranet.

» Remote Intranet IP/Mask: Any IP address and subnet mask in the tunnel remote protected intranet. If the

remote end is a single host, the parameters will be the IP address of the device/32.

» Key Negotiation Method:
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Manual: the establishment of SA needs clients to set encryption/authentication algorithm. SA established

manually has no life cycle limit, never out of date, unless deleted manually, thus this way has potential risk. It is

always used in debugging state.

Auto: SA’s auto-establishment, dynamic maintenance and deletion can be achieved via IKE (Internet Key

Exchange). SA established automatically has life cycle. If SP demands secure and encrypted connection, but

there's no corresponding SA connected, IPSEC core will enable IKE immediately to negotiate SA.

>

Auto negotiation Parameters

Authentication Method:

Shared key: The character string shared by both sides negotiated via some method in advance.

>

X.509 Authentication: Both sides use digital certificate to indicate identity, and use the Digital Signature
Algorithm (DSA) to count a signature to authenticate identity.

Pre-shared Secret Key: Negotiate pre-shared secret key you want to use. When the authentication is shared
key, the local router and remote router need to be set with the same pre-shared secret key. The key range
is 3~128 characters.

Local Certificate: Local digital certificate, can generate self-signed certificate on the certificate
management interface; it can also acquire your own digital certificate. Before communication, you need to
share local certificate with remote end.

Remote Certificate: Remote digital certificate. Before communication, you need to acquire digital
certificate via remote end.

Negotiation mode (the first stage): The Primary mode, active mode (wild mode). The modes on both sides
must use the same encryption algorithm.

Encryption Authentication Algorithm (the first stage): It provides preferred encryption and authentication
algorithm which is negotiated and used in the first stage. Supporting DES, 3DES, AES-128, AES-192 and AES-
256, both sides should use the same encryption algorithm.

Integrity Authentication Algorithm (the first stage): MD5 or SHA1 algorithm takes integrity algorithm on
the first stage.

Diffie-Hellman Group (the first stage): Parameters in Diffie-Hellman public secret key algorithm, should be

kept the same with the remote.
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»  Life Time (the first stage): IKE SA life time, at least 600 seconds. When time is left 540 seconds, IKE SA will
be renegotiated.

» PFS (Perfect Forwarding Security): PFS is the attribute that proposer suggests to receiver. If it's
negotiation, it will be supported; if it's not, it won't be supported.

>  Diffie-Hellman Group (the second stage): parameters in Diffie-Hellman public secret key algorithm, should
be kept the same with the remote.

» Encryption Authentication Algorithm (the second stage): It provides preferred encryption and
authentication algorithm which is negotiated and used in the second stage.

> Integrity Authentication Algorithm (the first stage): prepare for the integrity authentication on the
second stage.

» Secret Life Cycle (the second stage): IPSEC SA life time, at least 600 seconds. When time is left 540 seconds,

IPsec SA will be renegotiated.

A Note:

Configurations on stage1 and stage 2 must be kept accordant. It’s recommended to keep the default

configuration.
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< How to Set Parameters Manually.
Set parameters manually on both routers. As for auto-negotiation mode, its secret key is negotiated by the

designated algorithm of the two routers, and every some time, both sides will re-negotiate a new secret key.

Auto-negotiation mode is easy to set and with high security, which is strongly recommended to use.

www.niveoprofessional.com

Navigation menus 1PSEC

Niveo welcomes you!
} System Status
» Setting Wizard Enable: ¥ [(sae )
ng Wiza
WAN port: WANT v
}» Network Parameters -
Connection Name: [
} Filter Settil
L Tunnel Protocal; ESP
S | —
» Advanced Setting (Domain Name):
~ VPN Setting Local Intranet
A 192.168.2.0/24 Eg. 192.168.0.0/24
PPTPRL2TP Clients
PPTPRLITP Servers segment/mask: Eg. 192.168.0.0/24
Certificate Management Key Negotiation Method:
» IPSEC ESP Encryption Algorithm: | 3DES %
e
¢ System Monitoring =~
ESP Authentication
NONE ~
» System Tool M [NONE v
ESP Egress SPI: [ |Rangersseanarasseay
ESP Ingress SPI: [ |Rangeraseamyasses

»  ESP encryption algorithm:

3DES: when the encryption algorithm is 3DES, the key length is 24 ASCII numbers or 48 hexadecimal numbers.
DES: when the encryption algorithm is DES, the key length is 8 ASCIl numbers or 32 hexadecimal numbers.
AES-128: when the encryption algorithm is AES-128, the key length is 16 ASCIl numbers or 32 hexadecimal
numbers.

AES-192: When the encryption algorithm is AES-192, the key length is 24 ASCIl numbers or 48 hexadecimal
numbers.

AES-256: When the encryption algorithm is AES-256, the key length is 32 ASCIl numbers or 64 hexadecimal

numbers.

»  ESP Authentication Algorithm: (optional, provide packets integrity and guarantee service)

NONE: ESP authentication algorithm is blank. You do not need to fill in the authentication secret key field.

ESP authentication algorithm is MDs5, the authentication length is 16 ASCIl numbers or 32 hexadecimal numbers.
SHA1: ESP authentication algorithm is SHA1, the authentication length is 20 ASCII numbers or 40 hexadecimal

numbers.
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»  AH authentication algorithm:

MDs5: AH authentication algorithm is MDs5, the authentication length is 16 ASCII numbers or 32 hexadecimal
numbers.

SHA1: AH authentication algorithm is SHA1, the authentication length is 20 ASCII nhumbers or 40 hexadecimal

numbers.

»  SPI (Security Parameter Index):

A 32-bit security parameter index, used to identify different SA which have the same IP address and security
protocol. To guarantee SA’s uniqueness, it's advisable to employ different SPI to configure SA; when the IKE
negotiation is employed to produce SA, SPI will be generated randomly.

ESP Egress SPI: Be in the same with remote ESP Ingres SPI.

ESP Ingress SPI: Be in the same with remote ESP Egress SPI.

AH Egress SPI: Be in the same with remote AH Ingress SPI.

AH Ingress SPI: Be in the same with remote AH Egress SPI.
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2. Application

Steps of two Routers building up VPN’S via PPTP. Router_1and Router_2

AN? w,;x 112.88.101.76

113.108. 19. SSA

\'
Router_1 ~ Router 2
192.168.1.1 [

192.168.0.1

. e
-

q 192.168.1. 100
PG A PC_B

<> How to Create IPSEC VPN via Pre-shared Secret Key
Step 1: LAN IPs of Router_1and Router_2 cannot be in the same network segment. The default LAN IP of these
two Routers are both 192.168.0.1, so you need to change one Router’s LAN IP. Here we change the Router 2

LAN IP into 192.168.1.1

www.niveoprofessional.com ,
Navigation menus LAN Setting
Niveo welcomes you! LAN Setting
b System Status
N 1P Address £g.192168.21
ng Wiza
Subnet Mask 255 w1255 v -255 Vil v Eg. 255.255.255.0
~ Network Parameters -
» LAN Setting
‘WAN Setting
DHCP Server
Access Control
Port Parameters Setting
} Filter Setting
} Security Setting
¥ Advanced Setting
» VPN Setting
» System Monitoring
¥ System Tool

Step 2: Router_2 WAN2 obtains IP: 113.108.19.35 via PPPoE; Router_1 WAN1 obtains 112.88.101.76 via PPPoE.

PC_A can ping 112.88.101.76 successfully, and PC_B can ping 113.108.19.35 successfully.
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Step 3: Add an IPSEC tunnel on Router_1, detailed configuration shown below.

www.niveoprofessional.com

Navigation menus

Niveo welcomes you!

} System Status

» Setting Wizard

} Network Parameters

» Filter Setting

» Security Setting

» Advanced Setting

~ VPN Setting

PPTPRLITP Clients
PPTPRLITP Servers
Certificate Management

» IPSEC

+ System Monitoring

+ System Tool

Enable:

WAN port:
Connection Name:
Tunnel Protocol:

Remote security gateway IP
(Domain Name):

Local Intranet
segment/mask:

Remote Intranet
segment/mask:

Key Negotiation Method:
Authentication Method:
Pre-shared Key:

Stage 1

Mode:

Encryption Algorithm:

Integrity Verification
Algorithm:

Diffie-Hellman Grouping:

Shared Key Life Cycle
(Second):

Stages2
PFS:

Diffie-Hellman Grouping:
Encryption Algorithm:

Integrity Verification
Algorithm:

Shared Key Life Cycle
(Second):

WANT v

II'gl

Router_1_2

ESP
112.88.101.75

192.168.2.024 Eg. 192.168.0.024
A ETR—

Auto v

Shared Key

v
x
Primary Mode
3DES v
768 bit ~

Second (At least 600 seconds)

Second (At least 6ao seconds)

] e ————
IPSEC Setting

Step 4: Add another IPSEC tunnel on Router_2, detailed configuration shown below.

www.niveoprofessional.com

Niveo welcomes you!

} System Status

» Setting Wizard

} Network Parameters

} Filter Setting

» Security Setting

» Advanced Setting

~ VPN Setting

IPSEC Settin

Enable:

WAN port:
Connection Name:
Tunnel Protocol:

Remote security gateway 1P
(Domain Name):

Local Intranet

PPTP&LZTP Clients
PPTPEL2TP Servers
Certificate Management

» IPSEC

+ System Monitoring

» System Tool

Remote Intranet

Router_2_1
EI

113.108.19.35 x
192.168.2.0/24 Eg. 192.168.0.0{24
AT —

segment/mask:

Key Negotiation Method:

Authentication Method:
Staget

Encryption Algorithm:
Diffie-Hellman Grouping:

Shared Key Life Cycle
(Second):

Stages2
PFs:

Diffie-Hellman Grouping:
Encryption Algorithm:
Integrity Verification
Algorithm:

Shared Key Life Cycle
(Second):

Second (At least 600 seconds)

™

768 bit v
3DES v
MD5 v

Second (At least 600 seconds)
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When PPTP server obtains the IP, between these two routers are built up PPTP VPN. PCs on the routers
downlink side can communicate with each other directly. PC_A can straightly ping PC B IP 192.168.1.100
successfully, PC_B can directly ping PC_A IP 192.168.0.100 successfully.

After these two routers are added to the IPSEC tunnels, IPSEC progress started up. But actually IPSEC VPN isn’t
created yet, which has only been configured with the security policy SP, the security Association-SA hasn’t been
negotiated and created. Only when one intranet PC of the router can send packets to another router’s intranet,
the SA starts negotiating. When SA negotiates, IPSEC tunnel is created.

1. PC_A pings 192.168.1.100, when Router 1 receives the first ping packets, IPSEC progress will find that the
packets are send to the other side with security policy, then it will start IKE to negotiate SA with Router_2.

2. For the configuration of both sides match, SA can finish the negotiation within several seconds. The
negotiation speed is up to the algorithm, generally 2~5 seconds. Thus, when PC_A pings 192.168.1.100, if the
former one or two packets Time out, the following packets will ping successfully, namely, the IPSEC VPN is
created successfully.

< How to Use digital certificate to create IPSEC VPN

Follow steps of the last example, continue the steps bellow.

Step 5: Router_1 generates a self-issued certificate, the name is Router_cer1.

www.niveoprofessional.com

Navigation menus Certificate Management
Niveo welcomes you! Local Certificate Management | Remote Certificate Management

b System Status

cerinte ame
¥ Setting Wizard l
Certificate Specification 1024 bit v
» Network Parameters
Nation (Germany)
} Filter Setting
Province or State Name b
» Security Setting

=3

HiIBIBIBIBIEIE
allalfalfalfa]|m
<

Area or City

¥ Advanced Setting Community

~ VPN Setting Department b

PPTPRLZTP Clients Name b

PPTPRLITP Servers Email Address test@niveoprofessional com

¥ Certificate Management
[ Only Generate a Cerlificate Reguest ][ Generate a Self-issued Cerlmmte]

IPSEC
» System Monitoring
» System Tool

Step 6: Router 2 generated a self-issued certificate, the name is Router_cer2.
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Navigation menus

Niveo welcomes you!

» System Status
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Certificate Management

Local Certificate Management | Remote Certificate Management

Certificate Name Router_Cer2
¥ Setting Wizard
Certificate Specification 1024 bit ~
» Network Parameters
Nation DE (Germany) e
} Filter Setting
R 3 _
T resor ity
paichanced ey
~ VPN Setting Department abc
PPTPBL2TP Gl
PPTPALZTP Servers Email Address est1@niveoprofessional com

¥ Certificate Management

[ Only Generate a Cerlificate Request ][ Generate a Self-issued Cerlrﬁfata]

IPSEC

¥ System Monitoring
» System Tool

Step 7: PC_A downloads certificate Router_cer1 to the local PC, while PC_B downloads Router_2.

CM=abc/emailAddress=test{@niveoprofessional.com,
Router cert No Certificate 102 Download| Delets|
- O=abc, OU=abc, 5T=abc, C=DE, L=abc .
CM=abc/emailAddress=testo1@niveoprofessional.com
Router Cerz No d @ : " Certificate 1024 Download| [Delete

Q=abc, OU=abc, 5T=abc, C=DE, L=abc

Step 8: PC_A and PC_B send their own certificates to each other by emails.

Step 9: PC_Aimported the digital certificate of Router_2 to the remote certificate management list of Router_1.

Local Certificate Management | Remote Certificate Management

Select the certificate path
Name Router_cer2
Certificate | | Browse Import Cerificate

Step 10: PC_Bimported the digital certificate of Router_1to the remote certificate management list of Router 2.

Local Certificate Management | Remote Certificate Management

Select the certificate path
Name Router_cerl
Certificats I Browse ' Import Certificate

Step 11: If you add one IPSEC tunnel, you need to delete the tunnel Router1-2, because one remote Intranet can

only be created one IPSEC tunnel. We modify the current tunnel to start configuration. Change the IPSEC tunnel



Niveo Professional NW50 Multi-WAN Router

of Router 1, the authentication mode is X.509, the local certificate Router cer1, the remote certificate

Router_cer2, and other settings kept.

Step 12: Change Router 2’s IPSEC tunnel, Authentication: X.509, Local certificate: Remote Certificate:

Router_cer2, the other configuration remains unchanged.

When the IPSEC tunnelEC tunnel,ration is modified and then saved again, the IPSEC process will restart, and the

earlier SA will be removed. When PC_A and PC_B communicate again, the new configuration will be used to

negotiated SA, namely using the certificate to create IPSEC VPN.

<~ How to Enable manually setting to build IPSEC VPN

Set after the last example.

Step 1: Change NR50’s IPSEC tunnel, the key negotiation change in to “Manual”, according to the setting of

other parameters.

IPSEC Setting

Enable:

WAN port:
Connection Name:
Tunnel Protocol:

Remote security gateway IP
(Domain Name):

Local Intranst segment/mask:

Remote Intranst
sepment/mask:

Key Megotiation Method:

ESP Encryption Algorithm:
ESP Encryption Key:

ESP Authentication
Alporithm:

ESP Authentication Key:
ESP Egress 5PI:
ESP Ingress SPI:

L4
WAN2 ¥
ESP r

[112.88.10178 |

[192.168.0.0124 | Eg. 192.168.0.024

[192 168 1.0/24 | Ez 192,168 0.024

Manual

JDES v

[1234567890 |

MOME v

[123458 |
1234 Range: 256-2147483647
5678 Range: 256-2147483647

Save

Help

Step 2: Change NR50-2’s IPSEC tunnel, the key negotiation change in to“Manual”, according to the setting of

other parameters.
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WAN port: WANT »
Cancel

Connzction Name: Router_2-1

Tunnel Protocel: ESP v

Remeote security gatzway IP

[113.108.19.35 |

(Domain Name):

Local Intranst segment/mask: |‘1E|2_158.‘1.D.|'24 |Eg. 192.168.0.0.24
Remote Intranct [192.168.0.0124 | £z 192.168.0.024
segment/'mask:

Key Negotiation Method: Manual ¥

ESP Encryption Algorithm: 3DES v

ESP Encryption Key: [1234567890 |

ESP Authentication

Algorithm: HONE M

ESP Authentication Key: [123456 |

ESP Egress SPL: 5678 Range: 256-2147483647
ESP Ingress SPL 1234 Range: 256-2147433647

Step 3: When the IPSEC tunnel’s configuration is modified and save change again,

the IPSEC process will

restart, before SA will be removed. PC-A and PC-B again communication, IPSEC VPN will enable manually

setting’s SA to add the decryption.

A Note:

When the two routers are added the IPSEC tunnels, VPN hasn’t been created yet. When there’s data
communication, the IPSEC VPN starts to be created.

When one router saves the configuration, or disconnected to the Ethernet cable, or the system restarts, IPSEC
process will restart, and IPSEC tunnel will be interrupted. At this moment, one router_1 has no SA, the other
Router_2 is still using the old SA; Router_2’intranet PC will not ping the intranet PC of Router_1.

Only when the PCin the intranet of this side is connect to the PC of intranet in that side, will this side start to
negotiate the secret key to create the VPN.

3. When using the digital certificate to create the IPSEC VPN, the Router should generate the certificate by itself,

and then share the certificate with the remote Router.
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8 System Monitoring

« System Monitoring
Traffic Statistics

Log Viewing

Log Server Setting

Traffic Statistics

You can view the traffic statistics of hosts in the LAN, which makes the management optimization of network

resources easy.

www.niveoprofessional.com )

Navigation menus Traffic Statistics

Niveo welcomes you! Traffic Statics
(b Sysmemsans | ] Enable Traffic statistic -_Save
» Setting Wizard
? Network Parameters Rete Unit: KB/s
¥ Filter Setting Display in Order| Display in descending order of downstream rate |
» Security Setting
I
» VPN Setting
~ System Monitoring
» Traffic Statistics
Log Viewing
Log Server Setting
» System Tool

» Enable Traffic Statistics: Check this box to enable traffic statistics feature. It is recommended to disable
this feature if unnecessarily.

> Refresh: Click this button to refresh the current statistics.

Log Viewing
You can view all the operations of the router since the system has operated. Also you can check whether there

is a network attack or not.
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|

www.niveoprofessional.com

Navigation menus Log Viewing
Niveo welcomes you! Log Viewing
» System Status
piSeltinn Maand Log Classification: | All v
» Clear
i e beeme
1 2011-05-01 00:00:01 system DHCP Server Start

» Security Setting
» Advanced Setting

¥ VPN Setting

~ System Monitoring
» Traffic Statistics

» Log Viewing

» Log Server Setting

» System Tool

Log Setting

By default, if the recorded logs get to 200 entries, the old logs will be cleared automatically. For
comprehensively getting to know how the router operates, a log server is needed which is used to receive logs.

Click Add log server to show configuration page as below:

www.niveoprofessional.com

Navigation menus Log Server Setting
Niveo welcomes you! Log Server Setting
} System Status

et [] Use the rules displaying on the following list. only checking this tag can make the setting effective.

» Network Parameters I = I T
¥ Filter Setting Add log server

» Security Setting

+ Advanced Setting

» VPN Setting
+ System Monitoring
» Traffic Statistics

» Log Viewing

» Log Server Setting

» System Tool

www.niveoprofessional.com

Navigation menus Log Server Setting
Mo welcomes you

} System Status
togseveripaggress [ ]

} Setting Wizard 5
I B

} Network Parameters Cancel
Enzble O

" Fier Setting

» Security Setting

» Advanced Setting

» VPN Setting
~ System Monitoring
» Traffic Statistics

» Log Viewing

» Log Server Setfing

» System Tool
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Log Server IP Address: Specify an IP address of host to be a log server.
Log Server Port: Specify a port to be the server port.

Enable: Check the Enable box to apply this log server.
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9 System Tools

- System Tool

Date and Time
Software Upgrade

Backup and Restore

Restore Factory Default
User Name and Password

Reboot

Date and Time

www.niveoprofessional.com

Navigation menus Date and Time

Niveo welcomes you!

} System Status

Time and Date

Use this page to set system time of the router. You can get the standard GMT time from the Internat.
» Setting Wizard n d date inf [—" d off, Il be updited I

Note: the set time and date information loses when the router is powered off. However, it wil updated automatically
» Network Parameters when the router reconnects to the Internet.And Other functions' time settings (like the firewall) can take effect only

¥ Filter Setting

» Security Setting

» Advanced Setting

» VPN Setting

» System Monitoring

~ System Tool

» Date and Time
Software Upgrade
Backup and Restore
Restore Factory Default
User Name and Password

Reboot

when you reset time on this page and soon connect the Internet to get the GMT time.

Timing Cycle:| Half an hour v

¥ Enable Network Timing

Time Zone:
\GM‘HCH 00Central European Standard Time, Denmark, Germany, Norway, Hungary, France, Belgium

Note:GMT time can be only obtained when the Internet is connected.

Please enter date and time:

You can get the standard GMT time from the Internet, which means only after you have connected to the

Internet, you can get the latest GMT time. Or you can configure time settings manually.

Enable Network Timing: Means the device system synchronizes its time settings with the Internet

automatically.

Timing Cycle: Displays how often the system synchronizes time settings with the Internet. Please configure a

proper value according to your needs. The default value is half an hour.

Time Zone: Specify your local time zone.

Copy local time: Click this button to copy your PC’s time settings to the router.
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Software Upgrade
Upgrading the router’s software can help you get new features and more stable performance.
www.niveoprofessional.com '
Nevgatonmens @ [ |

Niveo welcomes you!

} System Status

» Setting Wizard

} Network Parameters

} Filter Setting

» Security Setting

» Advanced Setting

» VPN Setting

» System Monitoring

~ System Tool

Date and Time

» Software Upgrade
Backup and Restore
Restore Factory Default
User Name and Password

Reboot

software Upgrade

Youwill obtain new function by upgrading the software of the router.
Select firmware file: Bladeren...
Current System Version: YY_V1.0.1.17 (5878); Issue Date:Apr 19 2013

Note: Not allowed to power off the router when it is upgrading, or the router will be destroyed and discarded. The router
will reboot automatically after the upgrade. The process is about several minutes. Please wait.

To upgrade software:

Locate the upgrade file and upload it, and then click “Upgrade” to upgrade the device software. After a

successful upgrade, the router will automatically reboot.

Note:

Do not disconnect the device from power during the upgrade process; otherwise the router may be damaged.

It will take several minutes to finish upgrade, please wait patiently. After a successful upgrade, the router will

reboot automatically.

Backup and Restore

You can backup your current configurations or restore your backup configurations on the screen shown as

below.
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www.niveoprofessional.com ,

Navigation menus Backup and Restore

Niveo welcomes you!

b System Status

b Setting Wizard

} Network Parameters

} Filter Setting

» Security Setting

» Advanced Setting

» VPN Setting

» System Monitoring

- System Tool

Date and Time
Software Upgrade

» Backup and Restore
Restore Factory Default
User Name and Password

Reboot

Backup and Restore

“fou can backup to restore to the current setting of the router.

You need to select the file contents youwant to
Backul
h—
Select the configuration file you want to import.

»  Backup: Click the Backup button to download the configurations as a file, and specify a path to save the

backup file.

» Restore: Upload the backup file you want to restore, and click the Restore button. For activating the

configurations, it is recommended to reboot the router after restoring the config.

Restore Factory Default

www.niveoprofessional.com l

Navigation menus Restore Factory Default

Niveo welcomes you!
» System Status
» Setting Wizard

} Network Parameters

} Filter Setting

» Security Setting
» Advanced Setting

» VPN Setting
» System Monitoring
~ System Tool

Date and Time
Software Uparade
Backup and Restore

» Restore Factory Default
User Name and Password

Reboot

Restore Factory Default

Click this button,and the router will restore ta the factory default.
Retore Factory Default

Click the Restore Factory Default button to reset router to factory default settings.

Default value:

Username: admin

Password: admin

IP Address: 192.168.2.254



Subnet Mask:
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255.255.255.0

After restoring to factory default settings successfully, the router will reboot.

User Name and Password

You can change the username and password of system admin on the below screen.

www.niveoprofessional.com '
Navgotonmenus O | gy |

Niveo welcomes you!

} System Status

» Setting Wizard

» Network Parameters

} Filter Setting

» Security Setting

User Name and Password

» Advanced Setting

» VPN Setting

» System Monitoring

Use this page to modify the user name and passwerd of system admin.

Note: User name and passward can only consist of letters, numbers or underscores, And the length of an user name is
between 1-14 characters. The length of a password is between 32 characters.

0ld User Name ]
Old Passward I

e ]

e B [

o — I

~ System Tool

Date and Time
Software Upgrade
Backup and Restore
Restore Factory Default

» User Name and Password

Reboot

To change User Name/Password

—_

Enter the old user name/password.

2. Specify a new user name/password.

3. Confirm the new set user name/password.

4. Click Save to apply the modifications.

A Note:

For your network security, it is strongly recommended to change the default user name and password settings.

Reboot

You can reboot the router by clicking the software reboot button on the web page, except for pressing the hard

Reset button with a needle.
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Niveo welcomes you! Reboot
} System Status
} Setting Wizard

Clicking this button will make the router reboot.

Reboot the router

} Network Parameters

} Filter Setting
» Security Setting
» Advanced Setting

» VPN Setting
» System Monitoring
~ System Tool

» Date and Time

» Software Upgrade

» Backup and Restore

» Restore Factory Default

» User Name and Password

» Reboot

It takes around 40 seconds to reboot. Please wait patiently.

The device is rebooting, please wait......5%

Rebooting can help activate configurations. During the rebooting process, the network connection will be cut,

and be rebuilt automatically after rebooting.
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Appendix 1: Commands Introduction

Common Commands Description
cmd Used to access the Command mode in windows 2000 or higher quickly.
ipconfig Used to display the PC’s IP address. You can also enter ipconfig /all to view it.
This is the most useful command in the TCP/IP protocol. Use ping to send packets to
) another system and get responses from it, which is very much helpful to search a
Ping remote host. The response your PC gets indicates whether the packets reach the
destination host or not, and also the response progress time.
Used to check the current IP connections status. If basic communication is undertaking
on your PC, it will verify system services.
netstat
This service can check the communication scale or verify that you’re creating a session
with the remote station. This command can easily do it.
Tracert Command is used to display the route of the packets to the destination host,
and also display the time when the packets reach every nodes.
tracert It’s similar to the Ping command, but by using tracert, more detailed information can
be obtained. It will offer you all the paths the packets go through, every node’s IP, and
the time consumption.
Stop Windows NT service.
net stop
Eg. net stop dnscache
Send messages to other users, computers or communication name on the network.
netsend You need to launch net send for receiving messages.
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Appendix 2: Safety Statement & Emissions

CE Mark Warning

This is a Class A product. In a domestic environment, this product may cause radio interference, in which case
the user may be required to take adequate measures.

NOTE: (1) The manufacturer is not responsible for any radio or TV interference caused by unauthorized
modifications to this equipment. (2) To avoid unnecessary radiation interference, it is recommended to use a

shielded RJ45 cable.

FCC Statement

This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to
part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference when the equipment is operated in a commercial environment. This equipment generates, uses,
and can radiate radio frequency energy and, if not installed and used in accordance with the instruction manual,
may cause harmful interference to radio communications. Operation of this equipment in a residential area is
likely to cause harmful interference in which case the user will be required to correct the interference at his own
expense.

FCC Caution: Any changes or modifications not expressly approved by the party responsible for compliance
could void the user's authority to operate this equipment.

This device complies with part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) This
device may not cause harmful interference, and (2) this device must accept any interference received, including
interference that may cause undesired operation.

NOTE: (1) The manufacturer is not responsible for any radio or TV interference caused by unauthorized
modifications to this equipment. (2) To avoid unnecessary radiation interference, it is recommended to use a

shielded RJ45 cable.



